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DoD Guidance for Reviewing System Security Plans and the NIST SP 800-171 Security 

Requirements Not Yet Implemented, dated November 6, 2018 

Provided to: Enable the consistent review of System Security Plans and Plans of Action 

when such plans are required by the solicitation or contract to be provided to the 

Government; Address the impact of 'not yet implemented' security requirements on a 

contractor's unclassified internal information system; Provide clarification on 

implementing NIST SP 800-171 security requirements. 

• DoD Guidance

Guidance for Assessing Compliance of and Enhancing Protections for a Contractor's 

Internal Unclassified Information System, dated November 6, 2018 

Provides a framework of actions that can be tailored by a program office/requiring activity, 

commensurate with program risk, to assess the contractor's approach to providing 

adequate security to protect the Department's controlled unclassified information. 

• DoD Guidance

NIST SP 800-171 

NIST SP 800-171, Protecting Controlled Unclassified Information in Nonfederal Systems 

and Organizations 

The publication provides agencies with recommended security requirements for 

protecting the confidentiality of CUI when the information is resident in nonfederal 

systems and organizations; when the nonfederal organization is not collecting or 

maintaining information on behalf of a federal agency or using or operating a system on 

behalf of an agency; and where there are no specific safeguarding requirements for 

protecting the confidentiality of CUI prescribed by the authorizing law, regulation, or 

governmentwide policy for the CUI category listed in the CUI Registry. The requirements 

apply to all components of nonfederal systems and organizations that process, store, 

and/or transmit CUI, or that provide protection for such components. 

• NIST SP 800-171 Protecting Controlled Unclassified Information in Nonfederal

�Y.stems and Organizations

NIST SP 800-171A, Assessing Security Requirements for Controlled Unclassified 

Information 

This publication provides federal and nonfederal organizations with assessment 

procedures and a methodology that can be employed to conduct assessments of the CUI 

security requirements in NIST Special Publication 800-171, Protecting Controlled 

Unclassified Information in Nonfederal Systems and Organizations. 

• NIST SP 800-171 A Assessing SecuritY. Reguirements for Controlled Unclassified

Information

NIST SP 800-171 DoD Assessment Methodology, Version 1.2.1, June 24, 2020 

Documents a standard methodology that enables a strategic assessment of a contractor's 

implementation of NIST SP 800-171, a requirement for compliance with DFARS clause 

252.204-7012. Updates made to rev 1.2 dated June 10, 2020: Section 4) updated to A 

M2CTSAM9
Highlight

M2CTSAM9
Highlight

M2CTSAM9
Highlight








