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Sobre este entrenamiento

• Diseñado por JCS en coordinación con OSD y 
servicios

• Diseñado para aumentar la conciencia del 
terrorismo y mejorar la capacidad de aplicar 
medidas de protección personales

• Cumple con el requisito anual para el nivel 
que antiterrorismo entrenamiento prescrito 
por DoDI 2000.16

• Complementos basados en Web y formación 
CD-ROM

Presenter
Presentation Notes
The purpose of this training is to increase your awareness of terrorism and to improve your ability to apply personal protective measures. Completion of this training meets the annual requirement for Level I antiterrorism training prescribed by DoDI 2000.16.  The online training program also provides links to resources you can use in the future such as the State Department Travel Warnings & Consular Information Sheets and the Foreign Clearance Guide If you have questions concerning the training content or your training requirements, please see your unit antiterrorism officer, your supervisor, or sponsor.  In addition, you may also contact the AT Level I helpdesk at at.trainingfeedback@tbe.com.
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• Entender la amenaza terrorista
• Entender cómo emplear medidas basadas en 

la situación para reducir su vulnerabilidad
• Reconocer respuestas adecuadas a las 

acciones de amenaza
• Entender cómo apoyar la seguridad de la 

unidad

Aprendizaje de objetivos

Presenter
Presentation Notes
These are the major objectives of Level I Antiterrorism Awareness Training. You should understand how you can lower your personal vulnerability to terrorist attack and understand how your actions can support the security of your unit or organization.



Introducción a la en el nivel I formación
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Amenaza es un peligro real y presente.

Permanecer alerta durante la ejecución 
de responsabilidades.

Red terrorista internacional puede estar 
presente donde sirven

Seguridad personal es importante

• Estar  alerta 

• Ser consciente de sus alrededores

• Denunciar a alguien  a la policía

• Preste atención a sesiones 
informativas antiterrorismo

• Hacen parte de la seguridad de su 
rutina

¡ No seas un objetivo tentador!

Esfuerzo de Estados Unidos para 
luchar contra el terrorismo 

incluye a todos

Presenter
Presentation Notes
Welcome to AT Level I Awareness Training.  September 11, 2001 was a horrific day that is forever seared in the Nation's memory.  Since that day, the United States has been engaged in a Global War on Terror - a war to protect the Nation’s freedoms.  The Global War on Terror is being fought by virtually every agency within the US Government.  Additionally, friends and allies from all corners of the globe have joined the United States in its efforts.  The world is dangerous and we are at war against an enemy intent on destroying the American way of life.  While responding to this real and present danger, we must remain vigilant while executing our responsibilities.  The international terrorist network may exist in the area where you serve.  Terrorist plots against DOD facilities have been uncovered in such geographically diverse places as Singapore and Fort Dix, New Jersey. Stay alert, be aware of your surroundings, and report unusual or suspicious activity.  Pay attention to the details of antiterrorism briefings you receive on your locale and when preparing to travel to a new location.  Most importantly, make security a part of your routine.  Exercise precautions to increase your personal security and the security of your family, colleagues, and organization.Patience and persistence are the watchwords for defeating terrorists.  They are patient and cunning, and they are waiting for you to let down your guard or settle into a pattern of predictable behavior.  Do not be a tempting target.  Be vigilant so we may successfully defend America and our freedoms. 



Factores de amenaza
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Hay ocho factores que debe considerar 
para entender la amenaza.

1. Son grupos terroristas en la zona.

2. Esta chey violenta? 

3. ¿Atacan a los americanos? 

4. ¿Cómo activos son? 

5. ¿Cómo sofisticados son? 

6. Esta chey predictable? 

7. ¿Los ciudadanos locales advertirá a 
americanos?

8. ¿Qué tácticas y armas se utilizan?

Armas incautadas después de un 
fallido ataque terrorista en Irak

Presenter
Presentation Notes
There are eight factors you should consider to understand the threat in your environment.  Using these factors, you can be better prepared for the potential risks you face.Are terrorist groups in the area? Are they violent? Do they attack Americans? How active are they? How sophisticated are they? Are they predictable? Will local citizens warn Americans? What tactics and weapons are used? Terrorism is the calculated use of unlawful violence or threat of unlawful violence to inculcate fear; intended to coerce or to intimidate governments or societies in the pursuit of goals that are generally political, religious, or ideological.



¿Cómo identificaron a los terroristas y objetivos selectos
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Considerar maneras que podría 
convertirse en una víctima de un ataque 
terrorista.

• Ubicación: Evite ubicaciones de 
destino posible

• Asociación: Evite revelar su DOD o 
afiliación del Gobierno 
estadounidense

• Oportunidad: Los terroristas buscan 
"objetivos blandos"

Para atacarte, terroristas
generalmente deben percibir, su 
asociación o su ubicación como un
objetivo.

Mientras que en el extranjero es 
aconsejable ocultar su 

afiliación DOD.

Presenter
Presentation Notes
While overseas it is advisable to conceal your DOD affiliation.Consider ways you might become a victim of a terrorist attack.  Several factors to keep in mind include:Location:  Terrorists may target locations frequented by Americans or US military personnel such as certain hotels, apartment buildings, public transportation centers, and nightclubs.  Avoid possible target locations.Association:   Terrorists may focus on American tourists, personnel associated with the US Government, and individuals who appear to be high-ranking or important.  Try to blend in with the local population.  When possible, avoid disclosing your DOD or US Government affiliation.Opportunity:  Terrorists look for "soft targets."  Maintain vigilance, practice good personal safety, and alert the proper authorities of suspicious behavior.To attack you, terrorists generally must perceive you, your association, or your location as a target.  Do not be an easy target.



Comando Combatiente Resumen
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Activos y personal del DOD han sido 
blanco de casi todas las regiones del 
mundo.

• Al viajar, usted debe recibir una 
amenaza terrorista comando 
combatiente Informe 90 días antes 
de la salida

• Modificar sus medidas de protección 
personales basados en la 
información contenida en estas 
sesiones informativasLas amenazas varían en 

diferentes partes del mundo

Presenter
Presentation Notes
Groups and individuals have demonstrated their willingness to employ terrorist tactics to further their agendas. While some threats have a regional focus, others have become international and affect multiple areas.  DOD personnel and assets have been targeted in virtually every region of the world.  When traveling, you should receive a Combatant Command terrorist threat briefing 90 days prior to departure.  Modify your personal protective measures based upon the information in these briefings.  Threat briefings are based upon intelligence and local historical factors and are designed to help you be safe - take them seriously.The following is a brief overview of the terrorist threat by Combatant Command.  More detailed information for your region is available through your local Antiterrorism 



NORTHCOM Región
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Dentro de los Estados Unidos, varias 
organizaciones e individuos usan tácticas 
terroristas para lograr sus objetivos.

Los métodos de ataque previo incluyen:

• Bombas de vehículo

• Bombas de la letra

• Skyjacked aviones

• Armas biológicas

Previos ataques de NORTHCOM incluyen:

• Complot para atacar Ft Dix

• Vuelo 93 de United

• Bombardeo de Oklahoma City

En 2001, se enviaron cartas
contaminadas ántrax a varias

personalidades

Presenter
Presentation Notes
Within the United States, several organizations and individuals use terrorist tactics to achieve their goals.  Other organizations provide direct and indirect assistance through fund-raising, recruiting, and training support.Terrorist attacks by Islamic extremists began in 1993 with the first attack against the World Trade Center in New York.  More recently, the foiled terrorist plot against Fort Dix, New Jersey demonstrates that al-Qaida inspired groups still exist within the nation's borders.Home-grown terrorism is also a reality.  During the 1960s and 70s, the Weathermen and the Armed Forces for Puerto Rican National Liberation executed several small-scale terrorist attacks.  More recently, violent elements include the anti-abortion Army of God, the eco-terrorist Earth Liberation Front, and other domestic anarchist groups and individuals.  Homegrown terrorists have employed various tactics such as rudimentary letter bombs, improvised explosive devices, small arms attacks, and truck bombs.  Bioterrorism is also a concern in view of the anthrax attacks in 2001



CENTCOM Región
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Dentro de la región de CENTCOM, es la 
principal amenaza terrorista de los 
extremistas islámicos.

Los métodos de ataque previo incluyen:

• Asaltos con armas pequeñas

• Bombas de vehículo / IEDs

• El secuestro

• Asesinar

Ataques anteriores en CENTCOM incluyen:

• USS Cole

• Deir el-Bahri 

• Khobar Towers

Los terroristas utilizan un VBIED 
para atacar las Torres Khobar 

en 1996

Presenter
Presentation Notes
Within the CENTCOM region, Islamic extremists pose the primary terrorist threat to US military and government personnel.  Since the mid-1990s, terrorists have enhanced their capabilities and expanded their influence and presence into other parts of the world.  In the areas of current US military operations, roadside Improvised Explosive Devices (IEDs) pose one of the greatest threats to US forces.  Additionally, local political leaders, civilians, infrastructure, and international aid personnel are terrorized by suicide bombings, kidnappings, and murders.  In many other parts of the CENTCOM region, suicide bombers and gunmen target hotels and tourist attractions to advance domestic political and religious agendas.Numerous terrorist organizations operate within the CENTCOM region.  In addition to al-Qaida, other organizations include Hezbollah, the Palestinian Islamic Jihad, Ansar al-Islam, and Mujahedine-e Khaiq.



EUCOM Región
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Las amenazas de la región EUCOM incluyen 
grupos terroristas nacionalistas, étnicos e 
izquierdistas tradicionales.

Los métodos de ataque previo incluyen:

• IEDs

• Terroristas suicidas

• El secuestro

• El asesinato

Previos ataques de EUCOM incluyen:

• Bombardeo del metro(subterráneo) de 
Londres

• Bombardeo de metro de Madrid

• Bombardeo de la discoteca de La Belle

• Ataque contra EL CAPITÁN Tsantes

Los terroristas suicidas atacaron 
el tránsito de masas 

en Londres 2005

Presenter
Presentation Notes
The EUCOM region contains a wide spectrum of terrorist threats.  Threats include traditional nationalist, ethnic, and leftist terrorist groups such as the Basque Fatherland and Liberty (ETA), November 17, and the Real Irish Republican Army.  The region is also threatened by Islamic extremists such as Al-Qaida and Ansar al-Islam.  Chechen rebels, responsible for several terrorist attacks within the former Soviet Union, are both Muslim radicals and separatists.In recent years, US allies in Europe have suffered dramatic terrorist attacks.  Terrorists have targeted civilians with IEDs and suicide bombers for maximum impact on government policies and elections.  US military forces have also come under direct attack by organizations wishing to diminish America's influence in the area.  Additionally, organizations sympathetic to terrorist objectives actively raise funds, recruit, and provide other support to religious extremist groups.  As seen in the events of 9/11, western Europe can be a staging area for attacks against the United States.



AFRICOM Región
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Estabilidad en la región AFRICOM está 
amenazada por grupos tribales, étnicos y 
nacionalistas.  La región también está 
amenazada por los extremistas islámicos.

Los métodos de ataque previo incluyen:

• Vehículo bomba

• El secuestro

• Incendio / sabotaje

• Asesinar

Ataques anteriores en AFRICOM incluyen:

• Bombas en las embajadas africanas

• Hotel Paradise

En 1998, terroristas atacaron las 
embajadas en Kenia y Tanzania 

casi simultáneamente

Presenter
Presentation Notes
Stability in the AFRICOM region is threatened by nationalist, tribal, and ethnic groups that use terrorist tactics to support their agendas.  The region is also threatened by Islamic extremists such as Al-Qaida, the Salafist Group for Preaching and Combat, Al Shabaab, and Al-Qaida in the Islamic Maghreb.The 1998 bombings of the US embassies in Kenya and Tanzania illustrate the willingness of terrorists to use indiscriminate violence to attack American interests in Africa. Additionally, local ethnic and nationalist-based conflicts increasingly threaten US corporate infrastructure and personnel.Terrorist organizations also engage in support activities within the AFRICOM region.  These include fund raising, training, recruiting, operation of front activities, and involvement in criminal enterprises. Africa has the potential to be a significant transit point and support base for terrorist operations in other parts of the world. 



PACOM Región
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Principal amenaza de varios extremistas 
religiosos y separatistas.

Los métodos de ataque previo incluyen:

• Vehículo bomba / IEDs

• El secuestro

• Asesinar

• Armas Biológicas

Ataques anteriores en PACOM incluyen:

• Múltiples ataques en Mumbai, India

• Atentado de Bali Club

• Ataque en el metro japonés

Shoko Asahara, lider de Aum
Shinrikyo

Presenter
Presentation Notes
Terrorist groups in the PACOM region present diverse threats to Americans.  Some specifically target Americans and others target public sites where Americans may become victims.  Additionally, there is evidence of ties between groups in the PACOM region and al Qaida and other international groups.Terrorist attacks in this region demonstrate a broad spectrum of tactics.  These include kidnappings, suicide bombings, and even chemical attacks. Aleph, formerly known as Aum Shinrikyo, attacked the Tokyo subway with Sarin nerve gas and cyanide in 1995.  Abu Sayyaf, a Philippine group seeking to create a radical Muslim state, targets Americans for kidnapping. Terrorists have targeted DOD and other American assets in the region.  In 2001, Singaporean officials foiled a plot to attack US military forces and western diplomatic missions.  The group, Jamaah Islamiya, seeks to create a radical Muslim state across South East Asia.  In 2002, 2005, and 2009 it conducted bombings in Bali and Jakarta, Indonesia to kill western tourists. 



SOUTHCOM Región
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La principal amenaza terrorista en la región 
SOUTHCOM es narcoterrorismo y grupos de 
izquierda radical.

Los métodos de ataque previo incluyen:

• El Bombardeo

• El incendiarismo

• El Asesinato

• El secuestro

Ataques anteriores en SOUTHCOM incluyen:

• Residencia diplomática en Lima, Perú

• Albert Schaufelberger

• Zona Rosa

Asesinato y secuestro 
amenazas comunes

Presenter
Presentation Notes
The primary terrorist threat in the SOUTHCOM region is narcoterrorism and the continued operation of radical leftist groups.  Additionally, the ties between narcoterrorists and radical extremists from the Middle East are reportedly increasing.  It is possible Latin American countries may become a transit point for terrorists from other parts of the world to enter the United States.Unlike the 1980s, recent attacks against US interests are focused primarily on businesses and not US military or government assets.  In addition to bombings and arson, terrorist tactics include targeted assassinations and kidnapping, especially against non-US assets.Some of the most prominent terrorist organizations within the SOUTHCOM region include:  the Revolutionary Armed Forces of Colombia (FARC)  the Colombian National Liberation Army (ELN)  the Shining Path in Peru.



Resumen del ciclo de planificación terrorista
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Esté alerta a los signos de inteligencia, 
vigilancia, recolección de materiales 
para el ataque y los ensayos:

• Tomar fotos o videos de objetivos 
potenciales

• Notas de la escritura o dibujo

• Mostrando anormal atención a los 
detalles de las medidas de seguridad

• Uso de identificación falsa

• Pagar en efectivo por artículos 
normalmente comprados a crédito

• Compra grandes cantidades de 
artículos tales como productos 
químicos o los teléfonos celulares

Los terroristas preparan y 
efectuar ataques a través de 

pasos predecibles.

Presenter
Presentation Notes
Terrorists prepare and conduct attacks through predictable steps.  Through vigilance, you may be able to recognize preparations for an attack before it is executed.  Be alert to unusual behavior that may indicate intelligence gathering, surveillance, collecting materials for attack, dry runs, and rehearsals.  For example: Taking photos or videos of potential targets  Writing notes or sketching details about a possible target  Showing abnormal attention to details of routine activities and security measures  Using false identification  Paying cash for items normally bought on credit  Purchasing large quantities of items that could be used as part of an attack (e.g., chemicals or cell phones)If you see something unusual, report it immediately to security officials for further investigation.  Make a note of the individual's description and activities, the time of day, and equipment being used.On the following screens, the planning and execution of the attack on the Murrah Federal Building in Oklahoma City illustrates this process.  Consider how a vigilant person might have recognized indications of a threat. 



Ciclo de planificación de terrorismo – Fases 1 y 2
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Fase 1: Objetivo amplia selección
• Los terroristas recopilaran información 

sobre numerosos objetivos

• Evaluar objetivo potencial en términos 
de valor simbólico, bajas, criticidad de 
infraestructura o la atención del público

Fase 2: Recopilación de inteligencia y 
vigilancia

• Objetivos capaces de satisfacer los 
objetivos de ataque son seleccionados 
para la vigilancia adicional

• Los terroristas buscan información sobre 
las fuerzas de la guardia, disposición 
física, personal rutinas y procedimientos 
operativos estándar

Edificio Federal Murrah en 
Oklahoma City antes del ataque 

de la bomba del vehículo

Presenter
Presentation Notes
Phase 1: Broad Target Selection.  During broad target selection, terrorists collect information on numerous targets to evaluate their potential in terms of symbolic value, casualties, infrastructure criticality, or public attention.Timothy McVeigh wanted to attack a symbol of the federal government, preferably the FBI, Drug Enforcement Administration, or Bureau of Alcohol, Tobacco and Firearms.  He identified possible targets such as individual federal employees, their families, and facilities in at least five states.Phase 2: Intelligence and Surveillance. Vulnerable targets able to meet attack objectives are selected for additional intelligence gathering and surveillance.  This effort may occur quickly or over years depending upon the target and planning information needed.  Terrorists seek to gather detailed information on guard forces, physical layout, personnel routines, and standard operating procedures.McVeigh performed initial surveillance of the Murrah Federal Building in Oklahoma City, one of his potential targets.  He noted the interstate highway allowed easy access and possible escape routes.  He also observed indented curbs that permitted vehicles to be parked directly in front of the building.



Ciclo de planificación terrorista - Fases 3 & 4
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Fase 3: Selección de destino específico

• Objetivos específicos identifican en 
base a efectos previstos, publicidad, 
coherencia con los objetivos y costos 
versus beneficios

Fase 4: Atacar la planificación y 
vigilancia

• Los terroristas pueden llevar a cabo 
vigilancia adicional para confirmar la 
información anterior y obtener 
detalles adicionales

• Los terroristas Seleccione el método 
de ataque, obtención armas y 
equipo, reclutan a agentes 
especializados y diseñar rutas de 
escape

Diagrama que muestra la 
colocación de la bomba del vehículo 

fuera del edificio Federal Murrah

Presenter
Presentation Notes
Phase 3: Specific Target Selection. Specific targets are then identified for attack based on anticipated effects, publicity, consistency with overall objectives, and costs versus benefits of the attack.McVeigh chose the Murrah Federal Building because he believed the Federal agencies represented there were responsible for the incident in Waco, TX two years earlier.  In addition, he assessed the facility as a "soft target," with a good chance of success at low risk.  His intent was to kill Federal employees and thereby gain media attention.Phase 4: Pre-Attack Surveillance and Planning. Terrorists may conduct additional surveillance to confirm previous information and gain additional details.  During this stage, terrorists will select the method of attack, obtain weapons and equipment, recruit specialized operatives, and design escape routes.McVeigh recruited Terry Nichols and prepared for the Oklahoma City attack over a six-month period.  He acquired materials for a 5,000-pound truck bomb through theft, use of false documents, and paying cash for items normally bought on credit.  He also made several trips to the Murrah Federal Building to identify the exact place to park the truck and to select escape routes. 



Ciclo de planificación terrorista - Fases 5 & 6
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Fase 5: Los ensayos

• Los terroristas ensayan el escenario de 
ataque para confirmar supuestos 
planificación, mejorar la táctica y 
practicar rutas de escape

• También pueden desencadenar un 
incidente en el sitio de destino para 
poner a prueba las acciones de 
respuesta

Fase 6: Acciones sobre el objetivo

• Los terroristas ejecutan ataques cuando 
las condiciones favorecen el éxito con el 
menor riesgo

• Los factores incluyen sorpresa, tiempo y 
lugar, uso de tácticas de distracción y las 
maneras de impedir que las medidas de 
respuesta

Un diagrama dibujado por McVeigh 
muestra la configuración de la 

bomba del vehículo

Presenter
Presentation Notes
Phase 5: Rehearsals. Terrorists often rehearse the attack scenario to confirm planning assumptions, enhance tactics, and practice escape routes.  They may also trigger an incident at the target site to test the reaction of security personnel and first responders.McVeigh practiced making and detonating bombs in isolated locations.  He memorized details of the Murrah Building layout, finalized the sequence of actions for the attack, and practiced responses to law enforcement officers if they were encountered.Phase 6: Actions on the Objective.Terrorists choose to execute attacks when conditions favor success with the lowest risk.  Factors they consider include surprise, choice of time and place, use of diversionary tactics, and ways to impede response measures.On 19 April 1995, McVeigh parked a rental truck - a 5,000-pound vehicle bomb - in front of the Murrah Federal Building where it could cause the most damage.  The date of the bombing was symbolic - the second anniversary of the fire at the Branch Davidian compound in Waco, TX. 



Ciclo de planificación terrorista - Fase 7
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Fase 7: Escape y explotación

• Las rutas de escape son 
cuidadosamente planeadas y 
ensayadas

• Los terroristas pueden explotar los 
ataques exitosos liberando 
desarrolladas previamente las 
declaraciones a la prensa

Coche de Timothy McVeigh’s
después de su arresto

Presenter
Presentation Notes
Phase 7: Escape and Exploitation. Unless an operation is a suicide attack, escape routes are carefully planned and rehearsed.  Terrorists may exploit successful attacks by releasing pre-developed statements to the press.After preparing the bomb for detonation, McVeigh walked away from the scene on a preselected route.  To flee Oklahoma City, McVeigh used a get-away car pre-positioned before the attack.  McVeigh wanted the world to know that he attacked the Federal Murrah Building because he believed the Federal Government infringed on individual rights of Americans.  McVeigh left a file on his sister's computer titled "ATF Read" echoing these sentiments.  His get-away car contained anti-government literature and he subsequently made statements concerning his motivations for the attack. 



FPCONs
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Instalaciones militares estadounidenses 
utilizar medidas de protección 
organizadas en un sistema llamado 
fuerza de protección de las condiciones 
o FPCONs.

Como la amenaza de cambios de 
ataque, los comandantes cambian el 
FPCON para proteger al personal.

FPCONs están organizados en cinco 
niveles con mayor protección en cada 
nivel: NORMAL, Alfa, BRAVO, CHARLIE y 
DELTA.

Los terroristas utilizan un VBIED 
para atacar la Base aérea de 

Rhein-Main en 1985

Presenter
Presentation Notes
US military facilities use a variety of protective measures to reduce vulnerability to terrorist attack.  These measures are organized in a system called Force Protection Conditions, or FPCONs. As the threat changes, Commanders change the FPCON to protect personnel.FPCONs are organized in five levels with increasing measures of protection: NORMAL, ALPHA, BRAVO, CHARLIE, and DELTA.  Commanders adapt protective measures for the local situation, and they can use additional measures and move to a higher FPCON as needed.  Measures may also be added randomly to rehearse them, to promote security awareness, and to confuse surveillance by potential threat elements. As the FPCON increases, you can expect to experience delays at gate checks, more detailed inspections, gate closures, and increased guard presence.   FPCON CHARLIE and DELTA are very restrictive and rarely used.   Normal operations may be reduced or suspended in these cases. 



Sistema de asesoramiento de terrorismo nacional
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El sistema de asesoramiento de seguridad
patria fue creado para informar mejor al
público estadounidense de los cambios en la 
amenaza de terrorismo interno.

Sistema de código de color se ajusta a
niveles nacionales y locales basados en
inteligencia e información de aplicación de
la ley.

El sistema de asesoramiento de seguridad
patria se aplica sólo a los Estados Unidos y
sus territorios.

Supervisar el sistema de asesoramiento 
de terrorismo nacional. Puede avisarle al 

desarrollo de amenazas

Presenter
Presentation Notes
National Terrorism Advisory SystemThe National Terrorism Advisory System, or NTAS, replaces the color-coded Homeland Security Advisory System (HSAS). This new system will more effectively communicate information about terrorist threats by providing timely, detailed information to the public, government agencies, first responders, airports and other transportation hubs, and the private sector.It recognizes that Americans all share responsibility for the nation’s security, and should always be aware of the heightened risk of terrorist attack in the United States and what they should do.



Sistema de asesoramiento de terrorismo nacional

21

Alarmas de NTAS

Alerta de amenaza inminente
Advierte de una amenaza terrorista 
creíble, específica e inminente contra 
los Estados Unidos.

• Alerta de amenaza elevada
Advierte de una amenaza terrorista 
creíble contra Estados Unidos.

• Después de revisar la información 
disponible, el Secretario de seguridad 
nacional decidirá si una alerta Ant
debe ser emitida.

• Sólo se emitirán NTAS alertas cuando 
se dispone de información fiable.

Monitor the Homeland Security 
Advisory System. It can alert you 

to developing threats

Presenter
Presentation Notes
NTAS AlertsImminent Threat AlertWarns of a credible, specific, and impending terrorist threat against the United States.Elevated Threat AlertWarns of a credible terrorist threat against the United States.After reviewing the available information, the Secretary of Homeland Security will decide whether an NTAS Alert should be issued.NTAS Alerts will only be issued when credible information is available.These alerts will include a clear statement that there is an imminent threat or elevated threat. Using available information, the alerts will provide a concise summary of the potential threat, information about actions being taken to ensure public safety, and recommended steps that individuals, communities, businesses and governments can take to help prevent, mitigate or respond to the threat.The NTAS Alerts will be based on the nature of the threat: in some cases, alerts will be sent directly to law enforcement or affected areas of the private sector, while in others, alerts will be issued more broadly to the American people through both official and media channels.Sunset ProvisionAn individual threat alert is issued for a specific time period and then automatically expires. It may be extended if new information becomes available or the threat evolves.NTAS Alerts contain a sunset provision indicating a specific date when the alert expires - there will not be a constant NTAS Alert or blanket warning that there is an overarching threat. If threat information changes for an alert, the Secretary of Homeland Security may announce an updated NTAS Alert. All changes, including the announcement that cancels an NTAS Alert, will be distributed the same way as the original alert.



Sección 2: Situación de formación
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AT Fundamentos Introducción

EN el nivel I temas: anticipar; Velad; 
No ser un objetivo; Informe y 

responder

Módulos presentados:

• Detección Vigilancia

• Seguridad en una instalación del 
gobierno

• Seguridad residencial

• Fuera de servicio / actividades de 
ocio

• Seguridad de viajes Air

• Suelo viajar seguridad

• Seguridad del Hotel

• Supervivencia de rehenes

• CBRNE

23

Presenter
Presentation Notes
The next section of the Antiterrorism Level I Training Application will introduce you to AT security in several different environments.  These are presented in the following modules:  Surveillance detection  Security at a Government facility  Residential security  Security during off-duty / free time activities  Air travel security  Ground travel security  Hotel security  Hostage survival  CBRNEEach module will present information for the specific environment, situations in which to apply the knowledge, and a quiz of true/false and multiple choice questions.Before starting the modules, the next several screens introduce the four antiterrorism themes found throughout the training



Prever

Varias fuentes le permiten 
investigar amenazas 

por ti mismo

Anticipando las amenazas, riesgos y 
vulnerabilidades es fundamental para la 
seguridad antiterrorista y personal.

Maneras de hacer este incluyen:

• Actividad criminal investigación

• Entender las tácticas y técnicas

• Conocer los tipos de objetivos y 
ubicaciones

Considere estas fuentes de 
consultoría:
• Informes de delincuencia la policía

• Otros recursos de internet y los 
medios de comunicación

24

Presenter
Presentation Notes
Anticipating threats, risks, and vulnerabilities is fundamental to antiterrorism and personal security.  By doing this, you can make choices that enhance your personal protection.Ways to do this include:Researching criminal activity in your area   Understanding the tactics and techniques commonly used by criminals and terrorist organizations in the area  Knowing the types of targets and locations that have been selected for illegal activityConsider consulting these sources:  Police crime reports  Other internet and media resourcesThese will help you:  Anticipate and avoid high crime areas  Identify appropriate security measures   Recognize possible threats and respond appropriately  Develop security and emergency plans for the home and familyPlanning ahead can enhance your security while at home, work, and other locations. 



Estar alerta

Vigilancia puede frustrar 
numerosos ataques terroristas

Vigilancia es necesaria para observar su 
entorno y reconocer actividades 
sospechosas continuamente.

Entender las condiciones normales de su 
entorno.

Conocimiento del normal amplifica las 
actividades anormales.

• Elementos que están fuera de lugar

• Intento de vigilancia

• Circunstancias que correspondan a su 
actividad criminal previa en su área

Vigilancia informado es fundamental para
la seguridad personal.
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Presentation Notes
Vigilance is required to continuously observe your surroundings and recognize suspicious activities.  The first step to vigilance is to understand your environment's normal conditions.  To do this, try to observe and learn the patterns of routine activities in your area.  When you have an instinct for what is normal, you can more readily recognize things that are suspicious:Potential threats such as items that are out of place:Attempted surveillance by persons who are loitering, following you, or simply in the wrong place A decrease in activity in an area that may reveal that an attack is imminent The presence of circumstances that correspond to prior attacks in your area Presence of circumstances that correspond to prior criminal activity in your areaInformed vigilance is fundamental to personal security.  Even within the United States, you may observe activity leading up to a terrorist attack.   Be vigilant and report things that look suspicious to your organization's security officer or other appropriate authorities. 



No ser un objetivo

Afiliación DOD puede 
identificarlo como un objetivo 

potencial

Mimetizarse con su entorno.

• No use ropa o llevar objetos que 
atraen atención Penal

• Permanecer bajo llave

• Evite los lugares altos criminales

Reducir su vulnerabilidad y exposición:

• Seleccionar lugares con medidas de 
seguridad

• Ser impredecible

• Viajar en un grupo pequeño

• Uso automóviles y residencias con 
las características adecuadas de 
seguridad
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Not all threats are predictable or can be recognized in advance.  As a result, you should concentrate on not being an easy target for attack.  Reduce your exposure by being anonymous and blending in with your surroundings. Do not wear clothing or carry items that might attract criminal attentionRemain low key and do not draw attention to yourselfAvoid places of high criminal activityIn addition to blending in, try to reduce your vulnerability and exposure:Select places with security measures appropriate for the local threatBe unpredictable and vary your routes and times of travelTravel with a friend or in a small groupUse automobiles and residences with adequate security featuresYou can greatly increase your personal protection posture by remaining anonymous and reducing your exposure. 



Informe y responder

El plan de ataque de Fort Dix fue 
frustrado por un empleado de la 

tienda alerta

Reportar actividades sospechosas a las 
autoridades apropiadas.

• Informe cualquier actividad 
sospechosa, no trate de lidiar con 
lo mismo

• En situaciones amenazadoras, 
tomar medidas para reducir su 
exposición

• Siga las instrucciones del personal 
de emergencia y primeros auxilios

La seguridad es un esfuerzo de equipo.
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Report suspicious activities to appropriate authorities immediately.  When threatened, respond to protect yourself and others.  Specific circumstances may require different responses.In general:Report suspicious activity, do not try to deal with it yourselfIn threatening situations, take steps to reduce your exposureFollow the instructions of emergency personnel and first respondersSecurity is a team effort.  Try to ensure your actions help trained security personnel do their jobs.  You can do this by providing information they need and avoiding becoming a casualty yourself.Upon arrival at a new location, learn the proper procedures for reporting antiterrorism related information.  This could be a unit antiterrorism officer, building management, or local law enforcement.  Be prepared to report and respond. 



EN los fundamentos Quiz 1

EN los fundamentos quiz 
pregunta número uno

Si se identifica un intento posible 
vigilancia que debe tratar de manejar la 
situación usted mismo.

Verdadero

Falso
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If you identify a possible surveillance attempt you should try to handle the situation yourself.True - Incorrect.  Your actions could precipitate an incident or interfere with future counter-surveillance operations.False - Correct Response



EN los fundamentos Quiz 2

EN los fundamentos quiz 
pregunta número dos

La seguridad es un esfuerzo de equipo.

Verdadero

Falso
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Security is a team effort.True – Correct ResponseFalse - Incorrect.  Everyone has a role to play in the security of their home, family, and installation



EN los fundamentos Quiz 3

EN los fundamentos Quiz tres

¿Cuál de los siguientes no es un 
antiterrorismo nivel I del tema?

1) Prever

2) Estar alerta

3) No ser un objetivo

4) Contador vigilancia

5) Informe y responder
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Which of the following is not an Antiterrorism Level I theme?1)  AnticipateIncorrect. The four AT Level I themes are; Anticipate, Be Vigilant, Don't be a Target, and Respond and Report. 2)  Be VigilantIncorrect. The four AT Level I themes are; Anticipate, Be Vigilant, Don't be a Target, and Respond and Report.3)  Don't be a TargetIncorrect. The four AT Level I themes are; Anticipate, Be Vigilant, Don't be a Target, and Respond and Report4)  Counter-surveillanceCorrect Response5)  Report and RespondIncorrect. The four AT Level I themes are; Anticipate, Be Vigilant, Don't be a Target, and Respond and Report.



Introducción de detección de vigilancia

Actividades de Timothy McVeigh 
no fueron detectadas o 

reportadas

Vigilancia de personal para determinar:

• Medidas de seguridad residencial

• Modos de viajes

• Rutas y tiempos de viaje

• Comportamiento típico

• Conciencia en seguridad del objetivo
Vigilancia de instalaciones para
determinar:
• Postura de seguridad General

• La seguridad

• Información sobre rotaciones de turno 
de fuerza

• Debilidades de seguridad física

• Tiempos de reacción a emergencias
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Terrorists conduct surveillance to gather information about a target that can be used to create a detailed attack plan.  Criminals may perform surveillance to determine a time and place to conduct a theft.  In both cases, the target of surveillance may be an individual, a facility, or asset.Surveillance is conducted against an individual, to determine:Residential security measuresModes of travelRoutes and times of travelTypical behaviorThe target's general security awarenessSurveillance is conducted against a facility or asset to determine:General security postureSecurity standard operating proceduresInformation on security force shift rotationsPhysical security weaknessesReaction times to emergenciesDetecting terrorist surveillance is key to preempting a terrorist attack.  If you detect possible surveillance, contact installation security, local law enforcement, or building management immediately.



Fundamentos de la detección de vigilancia

Los terroristas realizan vigilancia 
de Fort Dix, Nueva Jersey

Estar alerta para cualquier cosa que 
podría ser un signo de vigilancia:

• Gente merodeando en la misma 
área general sin una razón legítima 
reconocible

• Personas que aparecen preocupados
con un edificio específico o 
áreaCertain

• Vehículos civiles que parecen
aparecen repetidamente

• Electrónico dispositivos de audio y 
video en lugares insólitos
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You should be alert to the possibility of surveillance in all locations.  In conducting surveillance, terrorists will attempt to blend in with the environment to avoid arousing suspicion.  Be vigilant for anything that might be a sign of surveillance:People loitering in or coming back to the same general area without a recognizable legitimate reasonPeople that appear preoccupied with a specific building or area, to include taking pictures, making notes, or drawing sketchesCertain civilian vehicles that seem to appear repeatedly Electronic audio and video devices in unusual places or that are not DOD propertyLearn your environment and recognize suspicious behavior



Métodos de vigilancia 1

Los terroristas realizan vigilancia 
de Fort Dix, Nueva Jersey

Vigilancia puede llevarse a cabo durante 
un largo período de tiempo y emplear 
diversos métodos:

Vigilancia estacionaria: un método 
común en la cual los agentes se 
observan desde una ubicación fija.

Vigilancia móvil: llevó a cabo a pie o en 
vehículos.

Variar sus rutas y rutinas.
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Surveillance may be conducted over a long period of time and employ various methods:Stationary surveillance:  a common method in which operatives observe from a fixed location. Operatives try to blend in by doing ordinary tasksOperatives may seek to recruit support personnel with access to installations or residencesMoving surveillance:  conducted on foot or in vehicles, generally in teams. Vehicle surveillance may include one or more vehiclesGenerally uses two or more people, one driving while the others observeOperatives may not always be behind you; once your routines are learned, they may be in front of you.  Varying your routes and routines can disrupt surveillance attempts.



Métodos de vigilancia 2

Vigilancia y dispositivos de 
grabación utilizados por terroristas

Los métodos de vigilancia adicionales 
incluyen:

Vigilancia técnica: utiliza medios 
electrónicos para registrar o acceder a 
información de seguridad.

Interrogatorio informal:  utilizado para 
obtener información sobre la seguridad 
del personal accesible.

Ser conscientes de los métodos de 
vigilancia de terroristas.
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Additional surveillance methods include:Technical surveillance: uses electronic means to record or gain access to security information.May use still and video cameras, including cell phonesMay gain access to security information on the InternetCasual questioning: used to elicit security information from approachable personnel. Operatives may portray themselves as non-threatening and friendlyTerrorists may use unwitting operatives who do not understand the purpose of the information they are asked to gatherOperatives may use members of the opposite sex to gain access to facilities and collect informationAwareness of terrorist surveillance methods can help you see and respond to surveillance. 



Métodos para detectar vigilancia

Reflexiones de ventana pueden 
ser utilizados como un espejo

Detección de vigilancia mientras a pie:

• Gire y caminar en la dirección opuesta

• Detienen a atarse los zapatos o recoger 
algo

• Variar su ritmo

Detección de vigilancia mientras está en un 
vehículo:

• Varíe su velocidad

• Hace un par de vueltas

• Utilice la señal de vuelta y luego seguir 
recto

No hagas el perpetrador. 
Póngase en contacto con las autoridades 
inmediatamente.
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If you suspect surveillance against your facility, report suspicious activities and a description of the operatives to unit security, building management, or local authorities.  DOD leased facilities may be shared with commercial activities.  If so, surveillance detection may be more difficult.If you believe you are the target of surveillance while off the installation on foot, you can attempt to confirm the threat:Turn and walk the opposite direction and see if they followUse the reflection in a storefront window to observe the possible threatStop to tie your shoe or pick something up that fell out of your pocket and see if they reactVary your pace, see if they vary theirsIf you believe you are being observed in a vehicle, you can:Vary your speed and see if the other vehicle does as wellMake a few turns and see if they followUse your turn signal to see if they use theirs, and then keep going straightDo not confront the perpetrator.  Contact unit security, building management, or local authorities immediately.  If you attempt to confirm surveillance, do so in a manner that does not signal your suspicions and maintain a safe distance.



Situación de la detección de vigilancia 1

Ves a una persona sospechosa 
fotografiar su edificio

Sabe que debe tomar nota de las 
actividades del hombre.  Pero, ¿qué 
haces?

1) Espere hasta que termine sus 
actividades y luego seguirlo

2) Continuar observando el hombre 
para recopilar tanta información 
como sea posible

3) Tenga en cuenta la descripción del 
hombre
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You are working for DOD in a major US city and your organization is in a leased facility in the downtown area.  DOD occupies fifty percent of the building, with the rest being occupied by other US Government agencies and commercial businesses.On your way to work, you notice a man on the sidewalk apparently taking pictures of your building with his cell phone.You know this is a little unusual and that you should make a note of the man's activities.  But what else do you do?1)  Wait until he finishes his activities and then follow him.This is incorrect. Counter-surveillance is not your job and following him may tip him off to your suspicions.2)  Continue to observe the man to collect as much information as possible.This is incorrect. Counter-surveillance is not your job and continuing to observe him may tip him off to your suspicions.3)  Note the man's description. Correct Response.  Also, immediately provide this information to unit security or installation management.



Situación de la detección de vigilancia 2

Oído a una mujer en el 
mostrador de recepción haciendo 

un montón de preguntas

¿Cómo respondes?

1) Seguir a su oficina y reportar 
inmediatamente el incidente a la 
seguridad de su organización o 
administración del edificio

2) Acercarse a la recepción y 
preguntar por qué está haciendo 
estas preguntas a la mujer

3) Nada, es trabajo de la recepcionista 
para responder preguntas
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You enter your building and wait for your elevator.  As you wait you overhear a woman at the reception desk asking a lot of questions.  At first they are questions that any prospective tenant might ask, but eventually she asks what other tenants are in the building, what Government agencies have offices in this building, how many DOD personnel work here, who is the highest ranking DOD person in the facility, and what type of work do other tenants perform?How do you respond?1)  Continue to your office and immediately report the incident to your organization's security or building manCorrect Response.  Also, remember to note the woman's description. 2)  Approach the reception desk and ask the woman why she is asking these questions.This is incorrect.  You may tip off your suspicions and interfere with counter-surveillance operations.3)  Nothing, it is the receptionist's job to answer questions.This is incorrect.  You can not be assured that the receptionist will recognize the suspicious questioning and report it.



Prueba de detección de vigilancia 1

Vigilancia detección cuestionario 
pregunta número uno

Vigilancia puede realizarse a través de 
los medios ya sea fijos o móviles.

Verdadero

Falso
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Surveillance can be performed through either stationary or mobile means.True – Correct ResponseFalse - Incorrect.  Operatives may observe you from a fixed position or while on foot or in a vehicle.



Prueba de detección de vigilancia 2

Vigilancia detección cuestionario 
pregunta número dos

Electrónico dispositivos de audio y 
video no son utilizados por los 
terroristas para fines de vigilancia.

Verdadero

Falso
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Surveillance can be performed through either stationary or mobile means.True - Incorrect.  Video cameras, cell phones, and tape recorders have all been used to collect intelligence on potential targets.False – Correct Response



Prueba de detección de vigilancia 3

Vigilancia detección cuestionario 
pregunta número tres

¿Lo que no es un método de vigilancia 
terrorista?

1) Vigilancia estacionaria

2) Vigilancia móvil

3) Vigilancia técnica

4) Cuestionamiento casual

5) Allanamiento de morada para robar 
objetos de valor
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What is not a terrorist method of surveillance?1)   Stationary surveillanceIncorrect.  Stationary surveillance, moving surveillance, technical surveillance, and casual questioning have all been used to acquire intelligence on potential targets. 2)   Moving surveillanceIncorrect.  Stationary surveillance, moving surveillance, technical surveillance, and casual questioning have all been used to acquire intelligence on potential targets.3)   Technical surveillanceIncorrect.  Stationary surveillance, moving surveillance, technical surveillance, and casual questioning have all been used to acquire intelligence on potential targets.4)   Casual questioningIncorrect.  Stationary surveillance, moving surveillance, technical surveillance, and casual questioning have all been used to acquire intelligence on potential targets.5)   Breaking and entering to steal valuablesCorrect Response



Gobierno instalación seguridad Introducción

Un ataque puede ocurrir en 
cualquier lugar, incluso en su 

propia instalación

Los ataques y las parcelas contra el gobierno 
de Estados Unidos las instalaciones incluyen:

• Fort Hood: ataque de fusilería 2009 
implementación centro de 
procesamiento

• Ejército y la Marina Career Center en 
Little Rock, AR: ataque de fusilería 2009

• Estación de reclutamiento militar 
estadounidense en Nueva York: 
atentado 2008

• Fort Dix: 2007 frustró parcela utilizando 
armas pequeñas, lanzagranadas y 
granadas

• Edificio Federal Murrah en Oklahoma 
City: ataque de 1995 VBIED
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The DOD makes every effort to ensure the safety of personnel on Government facilities. However, threats to facilities persist, even within the United States.Attacks and plots against US Government facilities include:Fort Hood: 2009 small arms attack against deployment processing centerArmy-Navy Career Center in Little Rock, AR: 2009 small arms attackUS Military Recruiting Station in New York City: 2008 bombing in Times SquareFort Dix: 2007 thwarted plot using small arms, RPGs, and grenadesMurrah Federal Building in Oklahoma City: 1995 VBIED attack



Fundamentos de seguridad gobierno Facility

Ser un jugador de equipo, 
cooperar con los procedimientos 

de seguridad de la instalación

El éxito de procedimientos y protocolos de 
seguridad instalación depende de todo el 
mundo.

• Ser conscientes de la actual fuerza de 
protección de condición (FPCON)

• Entender el sistema de seguridad de la 
instalación

• Reconocer los problemas y tomar 
medidas para corregirlos

• Reconocer las amenazas y reportarlos

• Sé adecuada respuesta a incidentes

Seguridad de instalación es un esfuerzo de 
equipo.
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The success of installation security protocols and procedures depends on their consistent application.  This requires the discipline, attention, and cooperation of everyone.  By being alert, you may see something that dedicated security personnel are not able to see, or you may see a problem that is not obvious to others.Be aware of the current Force Protection Condition (FPCON) and comply with security and response protocolsUnderstand the features of your installation's security systemRecognize problems in non-malicious compromises in security and take steps to correct themRecognize potentially malicious threats to security and report themKnow what to do in response to an incidentInstallation security is a team effort and everyone has a security responsibility



Reconociendo problemas de seguridad de la instalación del gobierno

Comportamiento sospechoso 
informe al personal apropiado

Reportar problemas que observa:

• Personal de guardia desatento

• Armas, placas de identificación o 
llaves manejadas inadecuadamente

• Deficiencias en los procedimientos

• Personas con una curiosidad 
inadecuada en las medidas de 
seguridad

• Personas fotografiando áreas 
sensibles

• Personas intentando ocultar 
elementos

• Inadecuado personas observadas en 
las zonas residenciales
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Security systems may be weakened in an unintentional manner through a lack of discipline.  Or, low-level behaviors may suggest a malicious intent.  Report problems you observe:Inattentive guard personnel Weapons, identification badges, or keys managed in a non-secure mannerGaps in procedures that leave unauthorized persons unsupervised in sensitive areasPersons with an inappropriate curiosity in security measures Persons attempting to photograph  security measures or sensitive areasPersons attempting to conceal contents of bags or cargoInappropriate persons observed in residential areasDo not assume that security personnel can see everything.  You are the eyes and ears that complete the security picture.  



Respuesta a incidentes gobierno Facility

Estar familiarizado con los 
procedimientos de respuesta a 

emergencias

Preparación de respuesta a incidentes:

• Ser conscientes de los 
procedimientos y números 
telefónicos de emergencia contacto

• Estar familiarizado con la ubicación 
y el uso de kits de equipamiento y 
primeros auxilios contra incendios

• Saber y ensayar procedimientos de 
evacuación y rendición de cuentas 
para puestos de trabajo, su 
residencia y otros con frecuencia 
utilizan instalaciones

• Ser conscientes de los patrones 
normales de las actividades y 
responder rápidamente a las cosas 
que son inusuales
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Every DOD member needs to be ready to respond to incidents on the installation. Consider the following:Be aware of emergency contact phone numbers and procedures Be familiar with the location and use of fire fighting equipment and first aid kits Know and rehearse evacuation and accountability procedures for work places, your residence, and other frequently used facilitiesBe aware of normal patterns of activities and respond quickly to things that are unusualEmergency response in DOD commercially leased facilities may involve DOD security personnel, commercial facility security personnel, and first responders from the local civilian jurisdiction.  Try to anticipate who you should contact in different types of emergency situations.Each individual's response should seek to secure their personal safety, protection of other persons, and preservation of DOD property.



Situación de seguridad de instalaciones de gobierno 1

Usted está en una nueva 
instalación

¿Qué haces para estar mejor 
preparados para una emergencia?

1) Revise para ver si hay signos con los 
procedimientos de emergencia 
publicados

2) Solicite a su manager de seguridad 
acerca de evacuación y los 
procedimientos de rendición de 
cuentas

3) Observar las operaciones del 
edificio mientras realizas tus tareas 
diarias
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You are newly assigned to a commercially leased, DOD facility. Your DOD activity occupies three floors in a five floor building.  Upon arrival, you ask for an orientation on response procedures to threats in the area. But what else can you do to be better prepared for a fire emergency?1)   Check to see if there are signs with emergency procedures posted.This is incorrect. This may not provide complete guidance.2)  Ask your security manager about evacuation and accountability procedures.This is correct.  Also, ask who to call in the case of medical, fire, and security emergencies.  In different situations, you may need to contact your organization's security office, or the building manager's security office, or local 911. 3)   Observe the operations of the building as you perform your daily duties.This is incorrect. It is best to be proactive.



Situación de seguridad de instalaciones de gobierno 2

Deja a un hombre solitario que 
llevaba una chapa de seguridad 

"Escolta necesaria"

¿A qué te dedicas?

1) Dile que debía volver a su escolta

2) Dile que traiga una placa "Sin 
escolta“

3) Pídele que te lleve a su escolta o 
para acompañarle a la oficina de 
seguridad
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You work in a commercially leased, DOD facility.   One day in the hallway, you see an unescorted person who is wearing an "Escort Required" security badge.  You stop him and he explains what he is doing.  What he says sounds legitimate, so what do you do? 1)  Tell him he should return to his escort.This is incorrect.  You should ensure he is escorted, not just send him to find his escort.  Tell him he should get a "No Escort" badge.This is incorrect.  It is not your job to decide who can be unescorted.3)  Ask him to take you to his escort or to accompany you to the security office.This is the Correct Response.  Also, inform the security office in case there is a systemic problem with instructions for escorts. 



Government Facility Security Quiz 1

Gobierno instalación seguridad 
cuestionario pregunta 

número uno

Todo el mundo en una instalación ha 
compartido la responsabilidad de la 
seguridad.

Verdadero

Falso
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Everyone on an installation has shared responsibility for security.True - Correct ResponseFalse  - Incorrect.  Service Members, Civilians, Contractors, and Family Members all have a role to play in installation security.



Gobierno Facility Security Quiz 2

Gobierno instalación seguridad 
cuestionario pregunta 

número dos

Pueden contar las personas que se han 
dado acceso a una instalación de 
ninguna amenaza.

Verdadero

Falso
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Persons who have been given access to an installation can be counted on to be of no threat.True - Incorrect.  Not all persons are vetted to the same level and there is the possibility of the "insider threat."False - Correct Response



Gobierno Facility Security Quiz 3

Gobierno instalación seguridad 
cuestionario pregunta 

número tres

¿Cuál de estos no plantea un riesgo para la 
seguridad en una instalación del gobierno:

1) Personal de guardia desatento

2) Un visitante mostrando un inusual 
interés en detalles de los 
procedimientos de seguridad

3) Una persona que se encuentra en una 
porción inadecuada de las instalaciones

4) Un visitante "escolta necesaria" 
encontrado sin escolta

5) Una persona expresando su 
aburrimiento con la misión de Estados 
Unidos
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Which of these does not pose a risk to security at a government facility:1)  Inattentive guard personnelIncorrect.   Inattentive guard personnel can fail to recognize a threat.2)  A visitor showing an unusual interest in details of security proceduresIncorrect.   This may represent an attempt at surveillance.3)  A person found in an inappropriate portion of the facilityIncorrect.   This is a violation of installation security protocols.4)  An "escort required" visitor found without an escortIncorrect.   This is a violation of installation security protocols.5)  A person expressing boredom with the US mission Correct Response  



Introducción de tirador activo

El reconocimiento temprano de una amenaza 
de tirador activo puede prevenir un incidente. 
Algunos indicadores pre ataque pueden incluir:

• Declaraciones anti-estadounidense
• Agresión o amenazas
• Armas no autorizadas
• comunicación con los enemigos de 

Estados Unidos
• Acusaciones de Estados Unidos 

persecución o perjuicio
• Cambios de humor anormal
• Recuerdos de acontecimientos

traumáticos
• Problemas domésticos / financieros
Si observa comportamiento cuestionable,
dígale a su supervisor. Si percibes una
amenaza inmediata, alerta de seguridad de
unidad.

Un ataque puede ocurrir en 
cualquier lugar, incluso en su 

propia instalación

Presenter
Presentation Notes
Attacks at Fort Hood in 2009 and Camp Pennsylvania, Kuwait in 2003, illustrate the "Active Shooter" theat. Attackers may be unstable individuals or individuals opposed to US policy and mission. Early recognition of a threat can prevent an incident. Pre-attack indicators may include:Anti-American statements asserting that US policy and authority is illegitimate Aggression or threats toward coworkers Presence of unauthorized weapons Attempts to communicate with US enemies Unfounded allegations of US persecution or prejudice against a minority group or religion Abnormal mood swings or depression, withdrawn behavior, decrease in hygiene, suicidal remarks, paranoia Flashbacks to prior traumatic events Abuse of alcohol or drugs Repeated violation of policies Talk of domestic / financial problemsIf you notice questionable behavior, tell your supervisor. If you perceive an immediate threat, alert unit security.



Fundamentos de tirador activo

Las respuestas a un tirador activo 
incluyen:
• Evacuar, refugio en el lugar, tomar 

medidas contra el tirador activo
Adaptar su respuesta a las armas 
utilizadas:
• Las balas reboten tienden a abrazar 

el piso; agachado en el suelo puede 
reducir la exposición

• Esquirlas de Granada se eleva desde 
la detonación; tendido en el suelo 
reduce la exposición

Puede ser una situación tirador activo
sobre dentro de 15 minutos, antes de
que llegue la policía.

Si usted está en una posición expuesta, 
tratan de buscar la tapa en un lugar que 

pueda ser sellada o barricada

Presenter
Presentation Notes
Active shooter situations are unpredictable and can evolve quickly. Potential responses include:Evacuate Shelter in place Take action against the active shooter Cooperate with first respondersYou can also adapt your response to the type of weapon used by an attacker:Ricocheting bullets tend to hug the floor; crouching (not lying) on the floor may reduce exposure Grenade shrapnel rises from the detonation; lying on the floor reduces exposure and having feet toward the blast may protect the headAn active shooter situation may be over within 15 minutes, before law enforcement arrives. Be mentally and physically prepared to deal with an active shooter situation. 



Respondiendo a un tirador activo

Evacuar: si es posible. Asegúrese de:

• Tiene una ruta y un plan en mente

• Evacuar independientemente de si 
otros siguen

• Dejar sus pertenencias

• Ayudar a otros a escapar, si es posible

• Evitar que otras personas ingresen al 
área de

• Siga las instrucciones de los oficiales 
de policía

• No mueva heridos

• Llame al 911 cuando estás a salvo

Las evacuaciones no es siempre posible.

En una situación de tirador 
activo, si es posible evacuar

Presenter
Presentation Notes
If you are in the vicinity of an active shooter situation, you have several options for response.Evacuate. If there is an escape path, attempt to evacuate. Be sure to:Have an escape route and plan in mind Evacuate regardless of whether others agree to follow Leave your belongings behind Help others escape, if possible Prevent others from entering an area where the active shooter may be Keep your hands visible Follow the instructions of police officers Do not attempt to move wounded people * Call 911 when you are safeEvacuations may not always be possible and you may need to consider other options.



Respondiendo a un tirador activo 2
Refugio en el lugar
• Estar fuera de la vista del tirador
• No te atrape
• Tienen las cerraduras de la puerta
• Muebles para bloquear la puerta
• Silenciar su teléfono celular, 

esconderse detrás de artículos 
grandes, permanecer tranquilo y 
calmado

Tomar medidas contra el tirador activo:
• Actuar agresivamente, gritar
• Tirar objetos e improvisar armas
Tomar medidas contra el tirador puede
ser arriesgado, pero puede ser tu mejor
oportunidad para su supervivencia.

Si es necesario, hay que estar 
preparado para albergar 

en su lugar

Presenter
Presentation Notes
If evacuation is not possible, consider the following.Shelter in Place: Find a place where the active shooter is less likely to find you. The place you choose should:Be out of the shooter's view Provide protection if shots are fired your way Not trap you Have locks on the door Have furniture to blockade the doorSilence your cell phone, hide behind large items, remain quiet and calm, and call emergency personnel if possible.Take action against the active shooter: As a last resort, and only when your life is in imminent danger, try to disrupt or incapacitate the shooter by:Acting aggressively against him or her Throwing items and improvising weapons Yelling Committing to your actionsTaking action against the shooter may be risky, but it may be your best chance for survival. 



Llegada de los primeros en responder
Cuando llegan los primeros en responder, 
apoyar sus esfuerzos y no ser una 
distracción:
• Mantener la calma y siga las 

instruccionesPut down any items in 
your hands 

• Levante las manos y extender los 
dedos

• Evacuar en dirección socorristas están 
entrando en

Proporcione la siguiente información:
• Ubicación / número / Descripción de 

activos shooter(s)
• Tipo de armas de la shooter(s)
Es normal sentirse indefensos; Sin
embargo, usted puede apoyar los
primeros esfuerzos de respuesta.

Cooperar con socorristas y no ser 
una distracción

Presenter
Presentation Notes
When first responders arrive, support their efforts and do not be a distraction:Remain calm and follow instructions Put down any items in your hands Raise hands and spread fingers Keep hands visible at all times Avoid quick movements Do not cling to emergency personnel Avoid pointing, screaming, or yelling Do not stop to ask first responders for help or direction when evacuating Evacuate in the direction first responders are enteringProvide first responders with the following information:Location of the active shooter Number of shooters Physical description of shooter(s) Number and type of weapons held by the shooter(s) Number of potential victimsIt is normal to feel helpless; however, you can support first responder efforts.



Tirador activo situación 1

¿Qué debe considerar como parte de su 
primera respuesta a la amenaza de 
tirador activo?

1) Identificar elementos que pueden 
utilizarse para atacar el tirador 
activo

2) Decidir si es posible evacuación

3) Hacer lo que todo el mundo
Considera la amenaza 

tirador activo

Presenter
Presentation Notes
In light of recent attacks on DOD personnel, you and some friends are discussing how to prepare for the active shooter threat. You know you should learn indicators such as threats against co-workers, dramatic mood swings, or anti-American statements. What should you consider as part of your first response to the active shooter threat?1)  Identify items that can be used to attack the active shooter.This is incorrect. While active resistance may be necessary as a last resort, there are other things to consider first. 2)  Decide if evacuation is possible.This is correct. If evacuation is not possible, seek cover in an area that can be closed off and barricaded. 3)  Do what everybody else does.This is incorrect. You should make your own decision how to respond. 



Tirador activo situación 2

Considera la amenaza 
tirador activo

¿Qué haces si hay una amenaza de 
tirador activo que involucran armas de 
fuego y no tienen oportunidad de 
evacuar?

1) Buzo para la cubierta y el plazo para 
la salida en la primera oportunidad

2) Buceo detrás de algo sólido y 
agáchese al piso

3) Buceo detrás de algo sólido y 
mienten sobre el piso

Presenter
Presentation Notes
One of your friends notes that there may be no warning before the start of an active shooter situation. And, you might be caught with no chance to evacuate, barricade yourself in a room, or attack the perpetrator.You know you should dive for cover, but what else would you do for an active shooter situation involving firearms?1)  Dive for cover and run for exit at the first possible opportunity.This is incorrect. If the attack is well-planned, you may not survive a run to the door.2)  Dive behind something solid and crouch on the floor.This is correct. In a small arms attack, crouch to floor but do not lie directly on it since ricocheting bullets stay close to the floor. In a grenade attack, since shrapnel rises, lie flat on the floor with your feet towards the attackers to protect your head.   Dive behind something solid and lie flat on the floor.This is incorrect. Ricocheting bullets often stay close to the floor. 



Tirador activo concurso pregunta 1

Tirador activo concurso 
pregunta 1

¿Conocer los indicadores de una 
persona inestable puede permitir 
identificar a un tirador activo potencial 
antes de un incidente?

Verdadero

Falso

Presenter
Presentation Notes
Knowing indicators of an unstable person can allow you to identify a potential active shooter before an incident? True – Correct ResponseFalse – Incorrect. Identifying a potential active shooter before an incident allows you to alert others to a possible threat or ensure an unstable person gets the help they need. 



Tirador activo concurso pregunta 2

Tirador activo concurso 
pregunta 2

Resistencia activa debe ser la respuesta 
inmediata a un incidente de tirador 
activo

Verdadero

Falso

Presenter
Presentation Notes
Active resistance should be the immediate response to an active shooter incident True – Incorrect.  If possible, your first action should be to evacuate the area or shelter in place.False – Correct Response



Tirador activo concurso pregunta 3

Tirador activo concurso 
pregunta 3

¿Cuál de los siguientes no es un indicador 
temprano de un tirador activo potencial:

1) Agresión o amenazas hacia los 
compañeros de trabajo

2) Presencias de las armas no autorizadas

3) Cambios de humor anormal, depresión 
y tendencias suicidas observaciones

4) Un desacuerdo razonable con una 
Política del gobierno estadounidense

5) Anti-Estados Unidas declaraciones 
afirmando que nos política y autoridad 
es ilegítima

Presenter
Presentation Notes
Which of the following is not an early indicator of a potential active shooter:1.  Aggression or threat towards co-workersIncorrect. Increased levels of aggression may indicate an unstable individual. 2.  Presence of unauthorized weaponsIncorrect. Presence of unauthorized weapons may indicate an immediate threat. 3.  Abnormal mood swings, depression, and suicidal remarksIncorrect. Abnormal mood swings, depression, and suicidal remarks may indicate an unstable individual. 4.  A reasonable disagreement with a US Government policyCorrect Response5.  Anti-American statements asserting that US policy and authority is illegitimateIncorrect. Anti-American statements may demonstrate a building resentment in an individual. 



Introducción de Seguridad Residencial

Considerar la amenaza local al 
seleccionar tu hogar

En la selección de una nueva residencia, 
algunas consideraciones de seguridad 
incluyen:

• Ubicación en una zona de baja 
delincuencia

• Acceso a servicios de emergencia

• Medidas de seguridad tales como 
control de visitantes

• Medidas de prevención de crimen fuerte
Barrios cuidadas con organizaciones
comunitarias eficaces generalmente

tienen tasas de criminalidad más bajas.
Aún así, seguridad puede hacer su hogar
un objetivo criminal robo.
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Presentation Notes
A terrorist attack on a private residence in CONUS is not likely; however, theft and home invasions are a real threat.The majority of the DOD community in CONUS resides off-base and has many choices in selecting a residence.  Individual members are largely responsible for their own housing choices.In addition to administering on-base housing, the housing office at a DOD installation can provide assistance in selecting an off-base residence.  Also, realtors and apartment finding services can help you understand what is available.In selecting a new residence, some security considerations include:Location in a low crime areaAccess to emergency servicesSecurity measures such as apartment visitor controlStrong crime prevention measuresWell-maintained neighborhoods with effective community organizations generally have lower crime rates.  Even so, lax security can make your home a target for criminal break-in.



Seguridad residencial – seguridad física

Hay muchas cosas que puedes 
hacer para mejorar la seguridad 

de su hogar

Tenga en cuenta estas medidas de seguridad 
física:

• Puertas sólidas, cerraduras de calidad, 
cerrojos, cerraduras de diapositiva y 
placas de refuerza

• Asegurar las puertas correderas no 
pueden ser levantadas y pone una barra 
en la pista

• Guardar objetos de valor fuera de vista

• No te escondas llaves de repuesto fuera

• Utilice un sistema de alarma

• Mejorar la iluminación exterior

• Poner grava fuera de windows

• Considerar la sustitución de las 
cerraduras
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Presentation Notes
Look at your residence the way a criminal might.  Physical security measures are a deterrent against crime.Consider these measures:Check for solid exterior doors, good quality locks, deadbolts, slide locks, and reinforcing plates to protect locks and door jamsEnsure sliding doors cannot be lifted from their track and lay a rod or dowel in the trackKeep valuables out of sight and away from exterior windowsDo not hide spare keys outsideUse an alarm system, if possible, both when you are at home and awayImprove exterior lightingPut gravel outside windows so a prowler will make soundConsider replacing locks since you do not know who may have keys from previous tenants.A home that is an easy target is also a more likely target. 



Prácticas de Seguridad Residencial

Información proporcionada por 
internet puede ponerte en riesgo

Buenos hábitos son esenciales para la buena 
seguridad. Maneras de mejorar su seguridad 
y confianza:
• Controlar cuidadosamente tus llaves
• Permitir el acceso a personal conocido
• Llame a la compañía de utilidad para 

confirmar las identidades
• Desconfíe de los extraños mostrando 

interés
• Utilice sólo reputables empresas con 

licencia
• Estar en buenas relaciones con sus 

vecinos y cuidarnos unos a otros
• Mantener estrecha vigilancia sobre todo 

el tráfico de Internet
• Discutir las rutinas de seguridad y familia
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Presentation Notes
Good habits are essential for good security.  A solid door is of no value if it is left unlocked or a criminal gets access to a key.Review daily routines needed for good security both day and night.  Think about ways to improve your security and confidence:Carefully control your keysBe extremely cautious in giving access to your home to any unknown person Call the utility company to confirm identities before giving access to utility workersBe alert when a stranger shows interest in you and your residence or asks for personal informationOnly hire domestic workers from a reputable, licensed company and get personal references from people you trustBe on good relations with your neighbors and look out for each otherKeep close watch on all Internet acquaintances made by family members Frequently discuss security and family routines to ensure everyone understands.  This will help raise everyone's confidence that your family is secure at home. 



Residencial Preparación para Emergencias

Kits de preparación para 
emergencias

Tenga en cuenta lo que tu familia debe 
hacer en caso de una situación de 
emergencia:

• Un trabajador de utilidad dice que 
necesita comprobar una tubería de 
gas en su casa

• Tus hijos ven a casa de la escuela e 
inesperadamente nadie está allí para 
cuidar de ellos

• Alguien entra en tu casa y demandas 
de dinero y objetos de valor

Hablar de contingencias para que su 
familia esté lista.
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Presentation Notes
Prepare to spend 72-hours in your home in an emergency.  Make an emergency kit with food, water, first aid supplies, and other items.  Download an emergency kit checklist and a template for a family emergency plan from the Antiterrorism Electronic Library section of this website.Consider what your family should do in these situations:A utility worker says he needs to check a gas line in your house.......Call the utility company to confirm identity and authority to enterYour children come home from school and unexpectedly no one is there to care for them…..Have an emergency contact plan and instructions to stay in a safe placeSomeone breaks into your home and demands money and valuables……Cooperation is probably the best approachDiscuss contingencies so your family is ready



Situación de Seguridad Residencial 1

Usted debe eligió a un nuevo 
lugar para vivir

Sabes que quieres una ubicación en una 
zona de baja delincuencia.   ¿Qué 
consideras para mayor seguridad?

1) Una ubicación remota con no a 
través del tráfico

2) Acceso a servicios de emergencia 
de comunidad local

3) Una ubicación cerca de hoteles y 
otros servicios comerciales
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Presentation Notes
You have just arrived at your new duty assignment. On-base housing is not available, and at the housing office you received a list of registered landlords to find a residence on the local economy.  You decide to prepare a list of preferences for your house search. You know you want a location in a low crime area.  What else do you consider for better security?1)  A remote location with no through traffic.This is incorrect.  A remote location may be more easily targeted by thieves and far from emergency services.2)  Access to local community emergency services.This is correct.  Also, consider a well-maintained neighborhood with an active neighborhood watch.3)  A location near hotels and other commercial services.This is incorrect.  These resources may increase your exposure to petty crime.



Situación de seguridad residencial 2

¿Quieres mejorar la seguridad de 
su hogar

¿Qué puede hacer para mejorar la seguridad 
física de su nueva residencia.

1) Para asegurar la familia miembros 
pueden entrar si pierde su clave, 
esconde una clave cerca de la entrada

2) Pregunte a sus vecinos si hay 
problemas de la delincuencia en el 
barrio; Si no, no necesitas hacer nada 
especial

3) Hacer seguro de bloqueo de windows 
con seguridad y poner una espiga o una 
varilla en rieles de puertas corredizas 
para evitar ser forzada
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Presentation Notes
You found a place to rent and are looking at ways to improve physical security.  You know it is a good idea to change locks to ensure keys are under your control.What else can you do to improve the physical security of your new residence?1)  To ensure family members can get in if lose their key, hide a key near the front porch.This is incorrect.  Burglars will look for spare keys in places like this.2)  Ask your neighbors if there are crime problems in the neighborhood; if not, you do not need to do anything special.This is incorrect.  You should take precautions to deter crime.3)  Make sure windows lock securely and put a dowel or rod in sliding door tracks to keep them from being forced open. This is the Correct Response.  Also, keep valuables out of sight and away from windows.



Situación de seguridad residencial 3

Si está discutiendo sobre la mejor 
manera de interactuar con sus 

nuevos vecinos

¿A qué te dedicas?

1) Estar en buenas relaciones con sus 
vecinos para mirar hacia fuera para 
el otro

2) Mantener un perfil bajo y no iniciar 
contacto con los vecinos

3) No dude en decirle a tus vecinos 
sobre el trabajo de su patrocinador 
para el DOD como una manera de 
fomentar la confianza mutua
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Presentation Notes
You are discussing home security with your family.  You know before using a cleaning service you should try to confirm that a company is reliable and licensed, and if possible get recommendations from someone you trust.  Also, you are discussing getting to know your neighbors.What do you do?1)  Be on good relations with your neighbors so you can look out for each other.This is the Correct Response.  A secure community improves your home's security. Also, keep close watch on all Internet acquaintances made by family members.2)  Keep a low profile and do not initiate contact with neighbors.This is incorrect.  Remaining isolated may deny a chance to improve community security.  Feel free to tell your neighbors about your sponsor's work for DOD as a way to boost mutual trust. This is incorrect.  Your sponsor will have guidelines for limiting the information shared with others.  This is called Operational Security.



Seguridad residencial Quiz 1

Pregunta concurso seguridad 
residencial uno

Seguridad en el hogar puede mejorarse 
con medidas de autoayuda como 
cambiar las cerraduras, asegurar 
ventanas y mejorar la iluminación al 
aire libre.

Verdadero

Falso
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Presentation Notes
Home security can be improved with self-help measures like changing locks, securing windows, and improving outdoor lighting.	True – Correct ResponseFalse – Incorrect.  Basic security enhancements can help protect you from crime and terrorism.



Residential Security Quiz 2

Pregunta de seguridad residencial 
concurso dos

Conocidos de Internet pueden suponer 
una amenaza para la seguridad y deben 
ser supervisados cuidadosamente.

Verdadero

Falso

68

Presenter
Presentation Notes
Internet acquaintances can pose a security threat and should be carefully monitored.True – Correct ResponseFalse – Incorrect.   Internet acquaintances may gather information on your home and family that is later used against you. 



Seguridad residencial Quiz 3

Pregunta de seguridad residencial 
concurso tres

¿Lo que no es una consideración de 
seguridad física para su hogar?

1) Cambio de cerraduras para asegurar 
control de clave

2) Confirmando que una empresa de 
limpieza es confiable y con licencia

3) Esconde una llave fuera para 
miembros de la familia puede entrar 
si pierden sus llaves

4) Monitoreo internet conocidos por 
todos los miembros de la familias

5) Tener buenas relaciones con vecinos 
y cuidarnos unos a otros
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Presentation Notes
What is not a physical security consideration for your home?1)  Changing locks to ensure key control.Incorrect.   You do not know how many other people have keys when you arrive at a new residence.2)  Confirming that a cleaning company is reliable and licensed.Incorrect.   You should confirm the credentials of domestic employees prior to allowing access to your home.3)  Hiding a key outside to ensure family members can get in if they lose their keys.Correct Response.4)  Monitoring internet acquaintances for all family members.Incorrect.   People may use the internet in an attempt to gather information about you and your residence.5)  Having good relations with neighbors and to look out for each other.Incorrect.   Neighbors can help look out for your interests.  



Introducción de Seguridad Fuera de Servicio

Sitios públicos con grandes 
multitudes, pueden ser objetivo 

de los terroristas

Sitios civiles pueden ser objetivos más 
suaves y más atractivas que las 
instalaciones de DOD.

Los ejemplos son:

• Activos de infraestructura

• Monumentos nacionales y lugares 
turísticos

• Sitios de recreación

• Sitios religiosos
Personal de seguridad debe
considerarse en todas las actividades 
fuera de servicio.
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Presentation Notes
Terrorists have targeted civilian infrastructure and assets within the United States.  Compared to DOD facilities, civilian sites are easier and more appealing targets.  Terrorist tactics against civilian targets have included both small-arms and IEDs, and plots to use even more sophisticated weapons, such as dirty bombs, have been discovered.Civilian sites in the US that have been targets of terrorism may be used by DOD personnel in off-duty activities.   For example:Infrastructure assets: Brooklyn Bridge, Penn Station, New York City train tunnels, Golden Gate BridgeNational landmarks and tourist sites: New York Stock Exchange, Sears Tower, Holocaust Memorial MuseumRecreation sites: University of Oklahoma football stadium, Atlanta Olympics, shopping centersReligious sites: including both churches and synagoguesOutside the protection of your installation or residence, your vulnerability may increase.  Personal security should be considered in all off-duty activities.



Fundamentos de Derecho

Detonó una bomba de 40 kilos en 
los Juegos Olímpicos de Atlanta 

en 1996

Mejorar su seguridad personal por:

• Viajar en un grupo pequeño

• Alguien saber tus planes

• Evitando zonas aisladas, mal 
iluminadas

• Ocultar elementos de alto valor

Riesgo puede ser mayor en:

• Sitios religiosos (y durante las 
vacaciones)

• Acontecimientos políticos

• Las zonas de alta criminalidad

• Lugares con grandes multitudes
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Presentation Notes
Several basic measures can enhance your personal security when visiting public sites.  These include:Travelling in a small groupLetting someone else know where you are goingReduce exposure to crime by avoiding isolated, poorly lit areas and by concealing high value personal propertyAlso, there may be heightened risk associated with:Religious sites and holidaysPolitical eventsHigh crime areasVenues with large crowds and poor securityBe alert to local threats identified by law enforcement agencies.  Also, consult State Department Travel Warnings before crossing the Mexican border for off-duty activities. 



Transporte Público

Atentado de metro 
de Londres 2005

Tenga en cuenta lo siguiente si se utiliza 
el transporte público:

• Seleccionar los ejes principales

• No espere en grupos grandes

• Estar alerta

• Reloj para bolsas desatendidas o 
artículos

• Proteger objetos personales

Si se utilizan los taxis, tenga en cuenta:

• Buscando la compañía de taxis 
legítimo

• Verificación de la foto de la licencia 
con el conductor
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Presentation Notes
Public transportation is often a preferred option for getting to off-duty activities.  If used, consider these protective measures:Select major hubs that might have better securityDo not wait in large groupsBe vigilant to suspicious behavior of other passengersWatch for unattended bags or items consistent with an IED threatKeep personal items secureCooperate with law enforcement security measures If taxis are used, consider these guidelines:Look for legitimate taxi company markings If a license is viewable, match the photo on the license to the driver



Durante su Actividad

En 2009 un hombre armado atacó 
el Holocaust Memorial Museum

Reducir el riesgo en sitios públicos:

• Identifique una ruta de salida

• Identificar un lugar para conocer si 
separados

• Reloj para un comportamiento 
sospechoso en otros

• Aviso de objetos sospechosos

• Cooperar con las medidas de seguridad

Si se produce un ataque, recuerde:

• En un ataque con granadas metralla se 
levantará desde el punto de detonación

• En un ataque de brazo smalls, agachado 
en el suelo puede reducir la exposición
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While visiting public sites, there are several actions you can take to reduce your risk.  These include:Identifying an exit route to be used in an emergencyPre-designating a location to meet if separated from your groupWatching for suspicious behavior in othersBeing vigilant for objects that might conceal an improvised explosive device such as abandoned backpacks or unusual items in trash receptaclesCooperating with security measures In the event of an attack, remember the following:In a grenade attack shrapnel will rise from the point of detonation; being on the floor reduces exposure and having feet toward the blast may protect the head.In a smalls arm attack ricocheting bullets tend to hug the floor; crouching (not lying) on the floor may reduce exposure.Enjoy your off-duty activities but remember there is a threat. If you observe any indications of a threat, leave the area immediately and alert local authorities.



Fuera de Servicio La Estación 1

Estás en una estación de metro

¿Debe dónde te encuentras en la 
plataforma mientras esperaba el tren?

1) Un no-concurridos, pero no aislado 
dentro de la plataforma

2) La zona más congestionada de la 
plataforma

3) Una zona aislada de la plataforma

74

Presenter
Presentation Notes
You are TDY to a major American city to attend a conference.  One evening, you and a couple of colleagues decide to visit a local museum.  The best way to get to the museum is by using the subway.  As you enter the subway station, you remember that IEDs have been used to attack subways and busses in the past and that you should take precautions.To maximize security, where should you stand on the platform while waiting for your train?1)  A non-crowded, but not isolated part of the platform.This is the Correct Response.  Also, when getting on the train, try to select a moderately populated train car. 2)  The most congested area of the platform.This is incorrect.  Large groups may be targeted by terrorists.3)  An isolated area of the platform. This is incorrect.  An isolated area may expose you to the risk of criminal activity.



Fuera de Servicio La Estación 2

Llegar a su domicilio

¿Qué harías por un ataque con armas 
de fuego?

1) Buceo para la cubierta y correr 
hacia la salida en la primera 
oportunidad posible

2) Buceo detrás de algo sólido y 
agacharse en el suelo

3) Buceo detrás de algo sólido y 
mienten sobre el piso
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As you arrive at the museum, you are discussing with your colleagues some recent attacks on public sites.  Specifically, you recall a small arms attack at the National Holocaust Museum in Washington, DC, and small arms and grenade attacks in foreign hotels.  Standing in line, you are reflecting on how you would respond to an attack at the entrance to the museum.You know you should dive for cover, but what else would you do for an attack using firearms?1)  Dive for cover and run for the exit at the first possible opportunity.This is incorrect. If the attack is well-planned, you may not survive a run to the door.2)  Dive behind something solid and crouch on the floor.This is the Correct Response.  In a small arms attack, crouch to floor but do not lie directly on it since ricocheting bullets stay close to the floor.  In a grenade attack, since shrapnel rises, lie flat on the floor with your feet towards the attackers to protect your head. 3)  Dive behind something solid and lie flat on the floor. This is incorrect.  Ricocheting bullets usually hug the floors.



Fuera de Servicio Quiz 1

Pregunta de prueba fuera de 
servicio uno

Advertencias de viaje del Departamento 
de estado deben ser consultadas antes 
de tomar excursiones a través de la 
bord de Estados Unidos y Méxicoer.

Verdadero 

Falso
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State Department Travel Warnings should be consulted prior to taking trips across the US-Mexican border.  True – Correct ResponseFalse – Incorrect. You should be aware of the risks and dangers along the US-Mexican border.



Fuera de Servicio Quiz 2

Pregunta de concurso fuera de 
servicio dos

Los terroristas generalmente evitar 
lugares turísticos ya que no están 
relacionados con el DOD.

Verdadero 

Falso  
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Terrorists usually avoid tourist locations since they are not DOD-related.True – Incorrect. Tourist locations may be targeted due to their lighter security.False – Correct Response



Fuera de Servicio Quiz 3

Pregunta de concurso fuera de 
servicio tres

¿Cuál de los siguientes no han sido 
dirigidas o conspiraron contra 
terroristas o individuos violentos?

1) Eventos deportivos

2) Lugares de asociación religiosa

3) Infraestructura pública

4) Acontecimientos políticos

5) Ninguna de las anteriores
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Which of the following have not been targeted or plotted against by terrorists or violent individuals?  Sporting eventsIncorrect.  Bombs have been detonated at a university football game and an Olympic celebration.  Places of religious associationIncorrect.  Several places of worship have been attacked or plotted against in the US.  Public infrastructureIncorrect.  Several plots against subways, bridges and other infrastructure targets have been thwarted in the US.  Political eventsIncorrect.  Members of Hillary Clinton's campaign staff were held hostage in 2007.  None of the aboveCorrect Response



Introducción de Aire Viajes

El vuelo 93 Memorial

Ejemplos y tácticas utilizadas contra el 
sector del transporte aéreo desde el año 
2001 incluyen:

• Explosión en el aire – parcela zapato 
bomba de diciembre de 2001

• Ataque de armas pequeñas – 2002 
ataque contra el mostrador de El en los 
Angeles

• VBIED – 2007 un ataque contra el 
aeropuerto internacional de Glasgow

• Ataque contra infraestructuras 
aeroportuarias – 2007 complot contra 
el aeropuerto JFK

• Secuestro – varios incidentes en África 
y el Mediterráneo Oriental

79

Presenter
Presentation Notes
The attacks of 11 September 2001 dramatically demonstrated the threat terrorism poses to air travelers.  Since then, the Transportation Security Administration has increased security at airports around the country.However, even with increased security, the threat remains.  Consider the following tactics and examples since 2001:Midair explosion – December 2001 shoe-bomb plot on a trans-Atlantic flightSmall arms attacks – 2002 attack against the El Al ticket counter in Los AngelesVBIED – 2007 attack against the Glasgow International Airport terminalAttacks against airport infrastructure – 2007 plot against John F. Kennedy airportSkyjacking – several incidents in Africa and the eastern MediterraneanSome tactics against air travelers can be thwarted through vigilance.  If you see suspicious behavior, report it to airport security personnel immediately.



Reducir su Exposición

Ocultar elementos que 
demuestran su afiliación DOD o 

gobierno

Mantener un perfil bajo por:

• No usar ropa con DOD símbolos o 
lemas

• Sin incluir la fila u organización 
información sobre etiquetas de 
equipaje

• Con equipaje civil estándar en lugar 
de bolsas militares

• Colocar los documentos 
importantes en un sobre sellado

Seleccionar una ventana reduce su
exposición en un secuestro sino que 
también reduce su movilidad.
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Your Command's policy may require you to travel in uniform.  If not, it is generally wise to keep a low profile and not disclose your DOD affiliation:Do not wear clothing with DOD symbols or slogans (check with your organization about clothing guidelines)Do not include rank or organization information on luggage tagsUse standard civilian luggage instead of military duffle bagsPlace any papers with DOD logos or other official documents in a sealed envelopeConsider your seat selection.  If you have a choice, a window seat reduces your exposure in a skyjacking but also reduces your mobility.By thinking through your air travel plans, you can reduce your risk. 



Seguridad en El Aeropuerto

Un francotirador de la policía en el 
aeropuerto internacional 

de Los Angeles

Mientras que en la terminal del 
aeropuerto, estar atentos para:

• Vehículos desatendidos en las áreas 
de registro de banqueta

• Personas que aparecen nerviosas

• Cualquier actividad que está fuera 
de lugar en un entorno 
aeroportuario.

Reporte cualquier actividad
sospechosa a las autoridades del
aeropuerto inmediatamente.
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Threats against air travelers occur primarily in two places:  at the airport prior to passing security and on the aircraft.  When you arrive at an airport, pass through security without delay since all passengers and baggage are screened at that time.  To avoid delays, ensure your travel documents are in order and use online check-in options.While at the airport terminal, be vigilant for:Vehicles left unattended at the curbside check-in areasIndividuals that appear nervousAny activity that is out of place in an airport environmentReport suspicious activity to airport authorities immediately.  It is best to go straight to your gate to wait for your flight. 



Aerolínea Skyjackings

Amenazas a los aviones vienen en 
muchas formas, y cada terrorista 
tenga una motivación diferente

Al elegir a cooperar o resistir 
activamente en una situación de 
secuestro, trata de entender la 
intención de la skyjackers.  Cosas que 
debe considerar incluyen:

• ¿Los pilotos quedan en control de 
la aeronave?

• ¿Han pasajeros o tripulantes han 
abusado físicamente?

• ¿Los pasajeros son señalados por 
nacionalidad o religión?
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11 September 2001 introduced a new tactic to airline skyjacking: use of aircraft as weapons of mass destruction. However, skyjacking is still used to take hostages and not all skyjackers are intent on suicide.  If your aircraft is skyjacked, you must choose carefully whether to cooperate or actively resist.  In making this decision, try to understand the skyjackers' intent. For example:Are pilots left in control of the aircraft?   This may indicate a desire to land the plane safelyHave passengers or crew been physically abused?  This may indicate their mindsetAre passengers singled out by nationality or religion?   This may indicate something about their goalMore information about responding to a hostage incident is available in the Hostage Survival section of this application. 



Transporte Aéreo – Situación 1

En el aeropuerto, observa una 
camioneta civil de aspecto 

desatendida en la acera

¿A qué te dedicas?

1) Mira en las ventanas para ver si hay 
algo sospechoso en el asiento o 
tablas

2) El oficial de seguridad o empleado 
aeropuerto más cercano de alerta

3) Ir a la terminal y trata de localizar al 
conductor
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You have just finished attending a conference in a major US city and are going to the airport to return home.  At the airport your taxi stops at the curb close to the doors leading into the terminal.  As you get your bags out of the taxi you notice an unattended civilian-looking SUV.  You know that VBIEDs have been used to attack airports in the past and you should not ignore the situation. What do you do?1)  Look in the windows to see if there is anything suspicious in the floorboards or seat.This is incorrect.  If this vehicle is a potential threat, you should get further away from it, not closer.2)  Alert the nearest airport employee or security officer.Correct Response.   Also, move promptly into the terminal for additional protection. 3)  Go into the terminal and try to locate the driver. This is incorrect.  This situation is a job for airport security personnel.



Transporte Aéreo – Situación 2

Le han pedido por un desconocido 
que marque una de sus maletas 

adicionales

¿A qué te dedicas?

1) Decir que no y tenga en cuenta la 
descripción de la persona y 
cualquier otro comportamiento 
inusual

2) Pregúntale a abrir su bolsa y 
mostrar el contenido. Si se ve bien, 
facturar a tu nombre

3) Pregúntale lo que está en la bolsa. 
Si suena bien, a ver en tu nombre
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When you arrive at your airline's counter, you notice they have a check-in line specifically for your flight.  As you stand in line, the person behind you taps you on the shoulder and asks a favor.  Since you only have one bag to check and he has three, he asks if you can check one of his bags in your name.  He'll pay you the $20 fee and this way he can save the cost of a much higher baggage surcharge.What do you do?1)  Politely say no and note the person's description and any other unusual behavior.This is the Correct Response.  Then, alert airline ticket personnel when you arrive at the counter and give the man's description to security personnel after getting your ticket. 2)  Ask him to open his bag and show you the contents.  If it looks OK, check it in under your name.This is incorrect.  Checking another passenger's bags is a violation of TSA security policies.  You may be putting yourself and others at risk or unwittingly transporting a controlled substance.3)  Ask him what is in the bag.  If it sounds OK, check it in your name. This is incorrect.  Checking another passenger's bags is a violation of TSA security policies.  You may be putting yourself and others at risk or unwittingly transporting a controlled substance.



Viaje Aéreo Prueba 1

Aire de viaje pregunta 
concurso uno

En el caso de un secuestro, debe 
inmediatamente intenta someter a las 
skyjackers.

Verdadero 

Falso 
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In the event of a skyjacking, you should immediately attempt to subdue the skyjackers?True – Incorrect.  Your response to a skyjacking should be made based upon careful consideration of specific circumstances.False – Correct Response



Viaje Aéreo Prueba 2

Aire de viaje pregunta 
concurso dos

El área de venta de entradas es más 
seguro que el área más allá del punto 
de verificación de seguridad.

Verdadero 

Falso 
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The ticketing area is more secure than the area beyond the security check point?True - Incorrect.  To get beyond the security check point, all passengers and luggage must be screened.False – Correct Response



Viaje Aéreo Prueba 3

Pregunta aire viaje concurso tres

Desde el 9/11, cuál de los siguientes 
métodos de ataque no se ha intentado 
contra un aeropuerto o línea aérea?

1) Ataque de armas pequeñas 

2) VBIED

3) Explosivos llevados a bordo por 
pasajero

4) Ataque químico o biológico

5) Secuestro con propósito de 
rehenes
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Since 9/11, which of the following attack methods have not been attempted against an airport or airline:  Small-arms attackIncorrect.  The El Al ticket counter at Los Angeles airport was attacked with small arms in 2002.2)  VBIEDIncorrect.  Glasgow International Airport was attacked with a VBIED in 2007.3)  Explosive carried onboard by passengerIncorrect.  n 2001, a trans-Atlantic flight was target by a passenger carrying explosives in his shoes.4)  Chemical or biological attackCorrect Response5)  Skyjacking for purpose of taking hostages Incorrect.  Skyjacking is still common in many parts of the world including Africa and the eastern Mediterranean.



Tierra Viajes Introducción

Francotiradores de la DC, Lee 
Boyd Malvo (L) y John Allen 

Muhammad (R)

Por muchas décadas, ha tenido 
personal DOD para protegerse contra 
amenazas mientras viajan en vehículos.

Mayoría de los ataques se produjeron 
en el extranjero pero amenazas 
domésticas son reales. Por ejemplo:

• Ted Kaczynski, el Unabomber, 
izquierda disfrazado IEDs en 
estacionamientos que sabía que 
fueron utilizados por sus víctimas 
previstos

• La DC francotirador disparó desde 
el maletero de un coche sobre todo 
en personas que estaban con sus 
vehículos en el momento del 
ataque
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For many decades, DOD personnel have had to protect themselves against threats while traveling in vehicles.While most attacks have occurred overseas, domestic threats are real. For example:Ted Kaczynski, the Unabomber, left disguised IEDs in parking lots he knew were used by his intended victims. In 2002, the DC Sniper fired from the trunk of a car mostly on people who were with their vehicles at the time of attack. For more information please see the historical examples on the DC Sniper, LCDR Albert Shaufelberger and CAPT George Tsantes. 



Tierra Viajes Introducción

Elementos que deben conservarse 
en un coche en todo momento

Seguridad y medidas de seguridad:

• Preparar adecuadamente.  Mapas locales, 
teléfono celular y botiquín de primeros 
auxilios.

• Asegurar que su vehículo bien mantenido. 
Llantas infladas apropiadamente y el tanque 
de gasolina al menos medio lleno.

• Estar atentos. Al salir de su coche, mira a tu 
alrededor para las personas y actividades 
sospechosas.

• Informe de comportamiento sospechoso. Si 
eres testigo comportamiento sospechoso o 
posibles amenazas, alertar a las autoridades 
l inmediatamente.

89

Presenter
Presentation Notes
Even though ground travel threats within the United States are not common, there are a few measures you can practice to enhance your security and safety:Prepare adequately.- Keep maps of the local area, a cell phone, and a first aid kit in your car.Ensure your vehicle is well maintained - Keep your tires properly inflated and the gas tank at least half full.Be Vigilant - When getting out of your car, look around for suspicious activities and individuals.Report suspicious behavior - If you witness suspicious behavior or possible threats, alert security personnel or local authorities immediately 



Inspeccionar su Vehículo

Inspect all compartments of your 
vehicle regularly

Una inspección del vehículo consiste en lo 
siguiente:

• Inspección visual exterior: Buscar 
cualquier evidencia de manipulación

• Inspección visual interior: Busca 
cualquier cosa inusual a través de las 
ventanas

• Completar la inspección interior: Mira 
algo puede estar oculto en cualquier 
lugar

Si usted cree que su vehículo ha sido
manipulado o ves algo sospechoso, 
repórtelo a las autoridades 
inmediatamente.
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Vehicle security inspections are often performed at the entrance of military facilities.  You can do your own vehicle security inspection when you suspect your vehicle may have been tampered with.  This is a more common concern overseas, but it is something to consider when your car has been left in an unsecure area.  Also, keep these instructions in mind in case there is an increase in the local threat. A vehicle inspection consists of the following:Visual exterior inspection:  Without touching the vehicle, look for any evidence of tampering on the undercarriage and in the wheel wells.Visual interior inspection:  Without touching the vehicle, look through the windows for anything unusual on the seats or floorboards.Complete interior inspection:  Look under the hood, in the trunk, in the glove compartment, behind the gas cap cover, under the seats, in the interior console – anywhere something may be hidden.If you believe your vehicle has been tampered with or you see something suspicious, report it to the proper authorities immediately. 



Suelo Viajar Situación 1

Debe seleccionar un coche 
de alquiler

Desde una perspectiva de seguridad, 
¿qué debe considerar?

1) Una unidad GPS en caso de que se 
pierda

2) Una tapa de cierre gas para reducir 
la posibilidad de manipulación

3) Limpiaparabrisas en buenas 
condiciones
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You are going TDY to a conference in a major American city. While planning your trip, you select a rental car that will not draw attention to you.  You also select a car with power door locks and windows to better control access to the car. From a security perspective, what else should you consider?1)  A GPS unit in case you get lost.This is incorrect.  While GPS units can be useful, always confirm their information with a traditional map.  A locking gas cap to reduce the chance of tampering.This is correct. A locking gas cap can reduce the chance of tampering. Also, air conditioning allows you to keep the windows closed securely in warm weather.   Windshield wipers in good condition.This is incorrect.  While good windshield wipers are important for driving safety, they do not increase your security.



Suelo Viajar Situación 2

TV news informa de que hay construcción 
de carreteras principales en la ruta 

planificada – esperar retrasos!

¿Cuál es la mejor manera de determinar 
una nueva ruta?

1) Utilice un mapa actual de la ciudad 
para planificar una nueva ruta 
utilizando las carreteras principales

2) Usar un sistema de GPS para 
planificar una nueva ruta utilizando 
las calles laterales

3) Empieza en su ruta original y seguir 
las indicaciones de cualquier desvío 
Publicada
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You spent the night at your hotel, and the next day you prepare to go to the facility hosting your conference. TV news reports there is major road construction on the route you planned to take and significant delays are expected.What is the best way to determine a new route?1)  Use a current city map to plan a new route using major roads.Correct Response.2)  Use a GPS system to plan a new route using side streets.This is incorrect.  GPS units may not provide the best route. With a GPS system, you should verify the suggested route using another map and when possible stay on major roads. Some drivers have become victims of crime after their GPS took them into unsafe areas of cities.3)  Start on your original route and follow any posted detour signs. This is incorrect.  You should have a plan prior to leaving.



Suelo Viajar Situación 3

Como gira en parque, aparece un 
cuadro pequeño en el espacio de 

estacionamiento

¿Qué debe hacer?

1) Inspeccione el exterior de la caja 
para las manchas de aceite, cables 
y otros signos de que la caja puede 
ser un artefacto explosivo

2) Recoger la caja y tirarlo a la basura 
más cercana

3) Gestión de instalaciones de alerta 
de la posible amenaza
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You arrive at the conference which is in a commercial facility owned by a well-known defense contractor. The parking lot is crowded, and you finally find an open space.  As you turn in to park, you see a small box in the middle of the parking space.  You know you should find another parking space and not ignore the box.   What else should you do?1)  Inspect the box's exterior for oil stains, protruding wires and other signs the box may be an IED.This is incorrect.  Inspection of a possible IED should be left to the appropriate authorities.2)  Pick the box up and throw it in the nearest garbage can.This is incorrect.  Never touch an item that might pose a threat. IEDs can be disguised and ignoring a potential threat puts you at risk.3)  Alert facility management of the possible threat. Correct Response.   Also, warn other bystanders.



Suelo Viajar Quiz 1

Suelo viajar cuestionario pregunta 
número uno

Mantener un vehículo bien mantenido 
es considerada una "mejor práctica" 
desde una perspectiva de seguridad y 
seguridad.

Verdadero
Falso

94

Presenter
Presentation Notes
Keeping a well maintained vehicle is considered a "best practice" from both a security and safety perspective.True – Correct ResponseFalse - Incorrect.  A well maintained car can keep you from causing a traffic accident and breaking down, as well as help you escape from a potential threat. 



Ground Travel Quiz 2

Suelo viajar cuestionario pregunta 
número dos

Cuando sea posible, es mejor viajar 
siempre con un teléfono celular.

Verdadero
Falso
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When possible, it is best to always travel with a cell phone. True – Correct ResponseFalse - Incorrect.  A cell phone can be useful in many situations including auto accidents or responding to a potential threat. 



Suelo Viajar Quiz 3

Suelo viajar cuestionario pregunta 
número tres

¿Cuál de los siguientes no es una 
característica útil vehículo desde una 
perspectiva de seguridad?

1) Cerraduras de la energía

2) Bolsas de aire

3) Ventanas eléctricas

4) Palanca de liberación interna de la 
campana

5) Cerrar el tapón de gasolina
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Which of the following is not a useful vehicle feature from a security perspective: 1)  Power locksIncorrect.  Power locks help control access to your vehicle.2)  Air bagsCorrect Response3)  Power WindowsIncorrect.  Power windows help control access to your vehicle.4)   Internal hood release leverIncorrect.  An internal hood release helps control access to your engine compartment.5)   Lock on gas cap Incorrect.  A lock on the gas caps helps control access to your fuel tank.



Introducción de La Seguridad del Hotel

Hoteles en Estados Unidos han 
sido cada vez más blanco de penal 
para las invasiones de habitación

Los criminales pueden intentar 
invasiones de sala para obtener acceso 
a objetos utilizando estas tácticas:

• Siguiendo a individuos o familias 
desde el lobby a su habitación y 
luego forzar su camino en cuando 
la puerta está abierta

• Disfrazar a sí mismos como 
personal del hotel y pidiendo a los 
invitados para abrir la puerta

• Los intentos forzar puertas de la 
sala del hotel abierto sin previo 
aviso
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In recent years, terrorists have attacked international hotels using IEDs and small-arms. While these have not occurred in the United States, the 1993 World Trade Center bombing and the attack on the Murrah Federal Building in Oklahoma City show that the threat of attacks on buildings is real.Criminal activity in hotels is a current problem. Hotel guests are targeted for theft and thieves may use hotel room invasions to gain access to valuables using these tactics:Following individuals or families from the lobby to their room and then forcing their way in when the door is unlockedDisguising themselves as hotel security or room service and asking guests to open the doorAttempts to force open hotel room doors without warningSome common sense precautions can enhance your security against the criminal threat while lowering your risk to the terrorist threat.



Seleccionar un Hotel

Muchos hoteles utilizan sistemas 
de cámaras de CCTV para 

vigilancia

Ciertas características pueden mejorar su 
protección desde una perspectiva de 
seguridad y seguridad al seleccionar un 
hotel:

• Ubicación en una zona no-violenta y 
poco crimen

• Un vestíbulo común a través de la 
cuales todas las personas debe 
pasar entrar en el hotel

• Protección por parte de personal de 
seguridad del hotel

• Seguridad de tarjeta electrónica

• Circuito cerrado de televisión (CCTV) 
monitoreo de áreas comunes
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Selecting an overseas hotel is an important decision. Certain features can enhance your protection from a safety and security perspective:Location in a non-violent and low-crime areaA common lobby through which all persons entering the facility must passProtection by hotel security personnelElectronic key card security to reduce vulnerability to crimeClosed-circuit television (CCTVs) monitoring in the lobby, elevators, and other common areasIt may be hard to find a hotel with all the security features you want.  However, you can consider these features when looking for hotels.



Seleccionar su Habitación de Hotel

Habitaciones del Hotel deben 
seleccionarse teniendo en mente 

la seguridad

Si usted tiene la opción, considere las 
siguientes preferencias de habitación:

• 4:57 pisos – 1ª y 2ª plantas son 
fácilmente accesibles desde el 
exterior, por encima de la 5ª planta 
es difíciles de alcanzar por los 
servicios de emergencia

• Estas habitaciones de destino debido 
a la facilidad de escape no adyacente 
a incendios o salidas – criminales

• Sin balcón - criminales pueden 
utilizar balcones para entrar en las 
habitaciones y para ir de una 
habitación a la siguiente
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Selecting a room can be important, though you may not have control of your room assignment.  However, if you have the choice, consider the following room preferences:3rd to 5th floors – rooms on the 1st and 2nd floors are easily accessible from the outside, and rooms above the 5th floor are difficult to reach by emergency servicesNot immediately adjacent to fire escapes or emergency exits – criminals may target these rooms due to the ease of escapeNo balcony - criminals may use balconies to enter rooms and to go from one room to the nextIt may be hard to find a room with all these characteristics.  If you do not feel your room is safe, ask for another room or consider going to another hotel. 



Inspeccionar su Habitación de Hotel

Los cierres de noche son comunes 
en habitaciones de hotel y debe 

utilizarse

Considere estas cosas:

• Funcionamiento cerraduras en las 
puertas y ventanas

• Rayones o marcas en el marco de la 
puerta

• Ubicación de salidas de emergencia y 
rutas de escape

• Puertas sólidas para ayudar a resistir 
robos

• Teléfono operacional

Asegúrese de que saber cómo llamar a la 
recepción y para marcar fuera del hotel por 
911. 

Además, cuando salga de su habitación, dan la 
apariencia de haber sido ocupados.
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Once in your room, inspect it from a security perspective. Consider these things:Functioning locks on all doors and windows (including doors to balcony or adjoining rooms)Scratches or marks on the door frame that might indicate a prior attempt to break-inLocation of emergency exits and escape routesSolid doors to help withstand break-insOperational telephone Be sure you know how to call the front desk and to dial out of the hotel for 911 in case of emergency.Also, when you leave your room, give it the appearance of being occupied:Leave the radio or television set onHang the "Do Not Disturb" sign on the doorLeave a light on in the area of the doorIf you have concerns about your room's security features, consider asking for a different room or changing hotels. 



Situación de La Seguridad del Hotel 1

Le pedí una habitación en 
el piso 3 º a 5 º

¿Qué debe usted pedir?

1) Una habitación con un balcón patio

2) Una habitación con barras metálicas 
en las ventanas

3) Una habitación que no está 
directamente al lado de una salida de 
emergencia
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You are going TDY to a major American city.  When selecting your hotel, you made sure it had solid security measures including a 24-hour, manned reception desk, a patrolling security guard, and a common lobby that all persons entering the facility must pass through. As you check in, the receptionist says you have a choice of rooms and asks if you have any preferences.  You know to ask for a room on the 3rd to 5th floors to reduce the chance of break-ins while remaining in reach of emergency services. What else should you ask for?1)  A room with a patio balcony.This is incorrect.  Rooms with patios or balconies may be more vulnerable to break-ins.2)  A room with metal bars on the windows.This is incorrect.  Metal bars on windows may keep people out, but during an emergency they can trap you in.3)  A room that is not directly beside an emergency exit.This is the Correct Response.  Criminals may target rooms near an easy escape.  In addition, ask for a room without a door to an adjoining room. 



Situación de La Seguridad del Hotel 2

Un golpe en la puerta.  A través de la 
mirilla, ve a un hombre en un uniforme con 

una bandeja de desayuno

¿A qué te dedicas?

1) Le pido que deje la bandeja de la 
puerta, escuchar para que deje y 
entonces abrir la puerta

2) Usar la cerradura de cadena, ponga 
el pie detrás de la puerta y entonces 
abrir la puerta ligeramente para 
obtener una mejor vista de la 
persona

3) Llame a recepción para confirmar la 
entrega
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The conference ends for the day and you go out to dinner.  After dinner you return to your hotel to relax.  After a while there is a knock at the door.  You ask who it is without opening the door.  The person says he is from room service and is bringing complimentary desserts as a welcome to the hotel.  Through the peephole, you see a man in a hotel staff uniform holding a tray.What do you do?1)  Ask him to leave the tray outside the door, listen for him to leave, and then open the door.This is incorrect.  From behind a closed door it is difficult to tell if someone has left the hallway.2)  Use the chain lock, put your foot behind the door, and then open the door slightly to get a better view of the person.This is incorrect.  Chain locks are easily broken and add very little protection.3)  Call the front desk to confirm the delivery.Correct Response. 



La Seguridad del Hotel Quiz 1

Pregunta de examen de seguridad 
Hotel uno

Habitación las invasiones son un 
problema de seguridad importante para 
hoteles ubicados en CONUS.

Verdadero

Falso
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Room invasions are a significant security issue for hotels located in CONUS? True – Correct ResponseFalse - Incorrect.  The number of room invasions has been increasing in the United States.



Concurso de Seguridad del Hotel 2

Pregunta de examen de seguridad 
Hotel dos

Desde una perspectiva de seguridad, las 
mejores habitaciones son directamente al 
lado de las salidas de emergencia.

Verdadero

Falso
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From a security perspective, the best rooms are directly next to emergency exits? True - Incorrect. Rooms located directly next to emergency exits are often targeted by criminals due to the ease of escape.False - Correct Response



La Seguridad del Hotel Quiz 3

Pregunta de examen de seguridad 
Hotel tres

¿Lo que no es una característica de 
seguridad física que se debe comprobar 
al inspeccionar su habitación de hotel?

1) Caja de seguridad o caja fuerte

2) Funcionamiento de las cerraduras en 
puertas y ventanas

3) Si es o no la puerta sólida

4) Teléfono operacional

5) Cerca de la sala de salidas de 
emergencia
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What is not a physical security feature you should check when inspecting your hotel room:1)   Lockbox or safeCorrect Response2)  Functioning locks on doors and windowsIncorrect.  Functioning locks on doors and windows help to control access.3)   Whether or not the door is solidIncorrect.  Solid doors can help protect against break-ins.4)   Operational telephoneIncorrect.  Telephones allow you to contact emergency services and confirm hotel staff identities.5)   Proximity of room to emergency exitsIncorrect.  Rooms close to emergency exits may be targeted due to ease of escape.



Introducción de Supervivencia de Rehenes

Toman rehenes para una variedad 
de razones y cautiverio puede 
durar unas horas o por años

Toma de rehenes dentro del CONUS es 
rara, sin embargo, es una amenaza.

Pueden tomar rehenes para obtener 
concesiones políticas, rescate o 
publicidad.

CONUS situaciones con rehenes 
generalmente ocurren durante un robo y 
se resuelven a través de negociaciones o 
rescate.

Para prepararse para esta posibilidad, 
revisar "Aislado orientación personal," un 
anexo CJCS guía 5260.  Esto está 
disponible a su funcionario de 
antiterrorismo.
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Hostage taking within CONUS is rare in comparison with some other parts of the world.  However, it is a threat.  Hostages may be taken to obtain political concessions, ransom, or publicity. In CONUS hostage taking is most commonly associated with another criminal act such as robbery.  In many cases, hostage situations are resolved through negotiation or rescue.To prepare for this possibility, review "Isolated Personnel Guidance," an annex to CJCS Guide 5260.  This is available from your Antiterrorism Officer.



Respuesta Inicial al Incidente de Rehenes

Respuesta a una situación de rehenes 
en la oficina de campaña de Hillary en 

Rochester, Nueva York

Los momentos iniciales de una situación de 
toma de rehenes son las más caóticas.  La 
decisión de resistir o cumplir es una elección 
personal.  Si se toman a como rehén, se 
centran en desactivar la situación:

• Controlar su miedo y mantener su 
dignidad

• Siga las instrucciones de sus captores

• Evite los movimientos bruscos que 
pueden ver a sus captores como hostil

Los momentos iniciales y horas de una 
situación de rehenes pueden ser el más 
peligroso.  Sus decisiones pueden aumentar 
sus posibilidades de sobrevivir.

107

Presenter
Presentation Notes
In the initial moments of a hostage taking, both the victim and captors are in a highly reactive mindset and prone to spontaneous actions.  On one hand, an act to resist may be seen as a threat and met with deadly force.  On the other hand, the chaos of the situation may afford an opportunity to escape. The decision to resist or comply is a personal choice you must make based upon your estimate of the situation and chances of survival.  However, if taken hostage, focus on defusing the situation:Control your fear and maintain your dignity; if you become excited, so will your captorsFollow instructions of your captorsAvoid sudden movements that your captors may view as hostileThe initial moments and hours of a hostage situation can be the most dangerous. Your decisions can increase your chance for survival.



Tiempo en Cautiverio

Respuesta a una situación de rehenes 
a Hillary Clinton en su oficina de 

campaña en Rochester, Nueva York

Su actitud hacia sus captores puede 
influir en el tratamiento que usted recibe:
• Responder a sus captores con 

respeto

• No intente mostrar emoción o ego

• No mentir ni ofrecer información

Estar preparado para un largo cautiverio:
• Mantener activa y mantener una 

rutina diaria

• Entablar conversación, guardias

• Comer la comida que es

• Encontrar maneras de ejercer

• Duerme lo suficiente
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A hostage situation associated with another criminal act is not likely to be lengthy.  However, there are instances of kidnappings within CONUS which have lasted months and years.  Your demeanor toward your captors may influence the treatment you receive:Respond to your captors with respect and maintain your dignityTry not to display emotion or egoDo not lie, but do not volunteer information; if a lie is necessary, keep it simple and be consistentBe prepared for a long captivity in poor conditions.  It is important to maintain your mental and physical health:Keep active and maintain a daily routineEngage guards in conversation, but avoid controversial topics Eat the food that is provided to you even if it is poor qualityFind ways to exerciseGet enough sleepPersonal optimism, faith, self-discipline, and keeping your mind active are keys to enduring a difficult situation. 



Resolución de Rehén

No intente ayudar al personal de 
rescate y cooperar con todas las 

instrucciones

En el caso de un intento de rescate:

• Inmediatamente, agáchese al piso o 
bucear detrás de una pieza de 
mobiliario para la cubierta

• Después de tomar la cubierta, no 
haga movimientos bruscos

• No intente ayudar al personal de 
rescate

• Cooperar con el rescate
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If taken hostage, you have to decide if your best chance for survival is through remaining in captivity or attempting an escape.  If you do not feel there is an immediate threat to your life, your best option may be to remain in place and hope your release is negotiated or a rescue attempt made. In the event of a rescue attempt, be sure to:Immediately drop to the floor or dive behind a piece of furniture for coverAfter taking cover, do not make any sudden moves – you may be mistaken for a captorDo not attempt to assist rescue personnel – your actions may be misinterpreted as a threatCooperate with rescue personnel – hostages may be handcuffed and detained while identifications are confirmedIf you feel there is an immediate threat to your life, you may consider an escape attempt. Your chance for success is greatest when security is lighter, and you know your location and which way to go for help. 



La supervivencia de los rehenes 1

Dos hombres armados chocar contra tu 
habitación y gritan para que usted pueda 

conseguir en el suelo y en silencio

¿Cómo respondes?

1) No resisten y lentamente se agacha 
al suelo

2) Trate de agarrar un arma de uno de 
los agresores si uno está cerca de ti

3) Buceo a cubierto detrás de una pieza 
sólida de los muebles
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You are TDY to a major American city and spending the night in a hotel. Suddenly, you hear a crash at the door and two armed men wearing hoods enter your room.  Waving their guns, they shout for you to get on the floor and be quiet.How do you respond?1)   Do not resist and slowly crouch to the floor.Correct.  Also, do not make any sudden movements that might be considered threatening.2)   Attempt to seize a weapon from one of the assailants if one is close to you.This is incorrect.  Since you face overwhelming deadly force this is not advisable.3)   Dive for cover behind a solid piece of furnitureThis is incorrect.  Captors are nervous at this stage and your sudden movements may cause them to fire their weapons.



La Supervivencia de Los Rehenes 2

Sin previo aviso, un equipo de 
rescate se bloquea a través 

de la barricada

¿Cómo respondes?

1) Abajo en el suelo, permanecer 
inmóvil

2) Comienzan a gritar repetidamente, 
"Soy un rehén".

3) El tablero a través de la habitación 
donde hay mejor cobertura
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The men who broke into your room were attempting a robbery.  Hearing the commotion, another guest called the police. As the police arrived, the robbers barricaded the door with you still inside.  The police begin negotiations and you wisely do nothing to antagonize your captors.  Then, without warning, a rescue team comes crashing through the barricade.How do you respond?1)   Get down on the floor, remain still.Correct Response.  Also, obey instructions from the rescue team.2)   Begin shouting repeatedly, "I am a hostage."This is incorrect.  You may distract the rescue team, be seen as a threat, or be shot by mistake.3)   Dash across the room where there is better cover.This is incorrect.  Your movements could cause the rescue team to mistakenly identify you as a threat.



Rehén Supervivencia Quiz 1

Pregunta de concurso de 
supervivencia de rehenes uno

Razones para adquirir rehenes incluyen 
publicidad, utilizar como moneda de 
cambio durante la ejecución de otros 
delitos, el forzamiento de concesiones 
políticas y rescate.

Verdadero

Falso
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Reasons for acquiring hostages include publicity, use as a bargaining chip while executing other crimes, the forcing of political concessions, and ransom.True - Correct ResponseFalse - Incorrect.  Hostages have been used in support of all of these goals.



Rehén Supervivencia Quiz 2

Pregunta de concurso de 
supervivencia de rehenes dos

Los momentos iniciales de un incidente 
de rehenes pueden ser extremadamente 
peligrosos.

Verdadero

Falso
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The initial moments of a hostage taking incident can be extremely dangerous. True - Correct ResponseFalse - Incorrect.  When captors are excited, they may respond with deadly force to movements they consider threatening.



Rehén Supervivencia Quiz 3

Pregunta de concurso de 
supervivencia de rehenes tres

¿Qué no hacer durante un intento de 
rescate de rehenes.

1) Permanezca quieto y baja a la tierra

2) Permanezca quieto y baja a la tierra

3) Tratar de ayudar a equipo de rescate

4) Siga las instrucciones del equipo de 
rescate

5) Esperar a ser esposado y detenido 
por el equipo de rescate
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What should you not do during a hostage rescue attempt?1.  Remain still and low to the ground.Incorrect.  Remaining still and low to the ground limits your exposure as a target.2.  Encourage others around you to remain calm.Incorrect.  If you and others are excited it might distract members of the hostage rescue team.3.  Try to assist hostage rescue team.Correct Response4.  Follow instructions of hostage rescue team.Incorrect.  You should cooperate fully with members of the hostage rescue team.5.  Expect to be handcuffed and detained by hostage rescue team.Incorrect.  Hostages are often handcuffed while identities are being confirmed.



CBRNE introducción

Maher-Hosam Husein Smadi trató 
de usar un VBIED en Dallas en 

septiembre de 2009

Químicos, biológicos, radiológicos, nucleares y 
los ataques explosivos (CBRNE) son una 
amenaza probada a las instalaciones del 
gobierno de Estados Unidos dentro de los 
Estados Unidos.

En 2002, la oficina de correos de Estados 
Unidos se utilizó para entregar cartas cargadas 
de ántrax a varios destinos.

En 1995, Timothy McVeigh detonó una VBIED 
masiva en Oklahoma City, matando a 168 
personas.

Un ataque químico no ha todavía ocurrido nos 
del suelo, pero el ataque de gas nervioso sarín 
de 1995 en el metro de Tokio demuestra la 
amenaza.
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Chemical, biological, radiological, nuclear, and explosives (CBRNE) attacks are a proven threat to US Government facilities within the United States.  In 2002, the US post office was used to deliver anthrax laden letters to multiple targets, including the offices of prominent legislators in Washington, DC. In 1995, Timothy McVeigh detonated a massive, vehicle-borne improvised explosive device in front of the Murrah Federal Building in Oklahoma City killing 168 persons.A chemical attack has not yet occurred on US soil, but the 1995 Sarin nerve gas attack in the Tokyo subway demonstrates the threat.Also, a nuclear or radiological attack has not yet occurred.  But terrorist organizations are seeking new attack methods.  The proliferation of nuclear materials that could be used as a weapon of terror greatly concerns US officials.



Respondiendo a CBRNE Atacar

Respondedores en equipo de protección en 
el edificio de oficinas Hart del Senado 

durante los ataques con ántrax de 2001

La naturaleza exacta de un ataque CBRNE 
puede ser difícil de determinar.  
Independientemente de la naturaleza, 
puede protegerse por:

• Cubriendo tanto del cuerpo como 
sea posible, especialmente la nariz y 
la boca

• Cualquier parte expuesta del cuerpo 
con jabón y agua de lavado

• Buscar atención médica tan pronto 
como sea posible

• Siguiendo instrucciones de las 
autoridades locales y socorristas
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The exact nature of a chemical, biological, radiological, or nuclear attack may be hard to determine.  Chemical agents may be colorless, odorless, and difficult to identify.  And, the effects of biological agents may take days or weeks to appear. Symptoms may resemble common ailments and may not be properly diagnosed.Regardless of the type of incident, you can do several things to help protect yourself:Cover as much of your body as you can, especially your nose and mouthWash any exposed part of your body with soap and waterSeek medical attention as soon as possibleFollow instructions of local authorities and first respondersIf you believe a chemical attack is underway, try to move upwind into a well-ventilated area.If you suspect a biological attack, try to avoid infected areas and watch for signs of illness in yourself and others.In case of a radiological / nuclear attack, consider sheltering in place where you can tightly close doors and windows.



Respondiendo a IEDs

Bomba en el Parque Olímpico del 
centenario en Atlanta, Georgia

IED puede ser disfrazado como objetos de uso 
cotidiano.  Estar alerta para:

• Objetos sospechosos y empaquetado: 

• Artículos desatendidos que 
podrían ocultar una bomba

• Artículos con inusuales baterías, 
cables, cables y cadenas

• Comportamiento sospechoso:

• Personas vestidas con trajes o 
comportarse nerviosamente 
inusualmente cálido

• Personas dejando un objeto 
sospechoso antes de salir de un 
área

117

Presenter
Presentation Notes
Everyone should be aware of the IED threat, even in areas without a history of terror attacks.  Be especially alert when the local threat increases.  Terrorists target symbolic sites, military personnel and equipment, innocent civilians, and first responders. IEDs can be disguised as everyday objects. Look for:  Suspicious objects and packaging: Unattended items that could conceal a bomb (suitcase, briefcase, flower planter, trash can, parked cars)Items with unusual batteries, wires, cables, and strings  Suspicious behavior: Persons dressed in unseasonably warm clothing or behaving nervouslyPersons leaving a suspicious object prior to leaving an area.If you suspect an IED, clear everyone from the area and contact police or facility security immediately.



Paquetes y cartas sospechosas

Cartas y paquetes mostrando 
marcas inusuales pueden indicar 

una amenaza potencial

Correo y paquetes sospechosos también 
pueden contener una amenaza CBRNE.  Los 
indicadores potenciales pueden ser:

• Dirección del remitente 

• Marcas como "personal“

• Cinta excesiva 

• Palabras mal escritas

• Polvo desconocido, manchas grasosas, 
olor

• Extranjero / franqueo excesivo 

• Dirigida solamente a una persona de 
título o utiliza un título incorrecto

• Alambres protuberantes o paquete es 
desigual y desequilibrado
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Mail and suspicious packages may also contain a CBRNE threat.  As the 2001 Anthrax attacks demonstrate, you do not need to be the intended victim to be exposed to a dangerous substance. Cross-contamination within the postal system is very possible.  Also, IEDs disguised as packages have been used by the Unabomber and other terrorists.  Potential indicators that a letter or package may contain a dangerous substance or may be tainted include:No return address or unknown place of originRestrictive markings such as "personal" or "private"Excessive tape or tape used to cover creasesMisspelled wordsUnknown powder, oily stains, strange odorForeign / excessive postageAddressed only to a person's title or uses an incorrect titleProtruding wires or package is lopsided and unevenIf you receive a suspicious package, consider these actions:Stop handling it – do not open, smell, or taste contentsWarn others and isolate the areaNotify authorities – follow their guidance Wash hands with soap and water, and take a showerPlace clothing in plastic bags and give them to authorities



CBRNE La Situacion 1

Recibió un envolvente de aspecto 
sospechoso en el correo

¿A qué te dedicas?

1) Sacuda la envolvente y escucha para 
cualquier material suelto

2) Abrir el sobre para examinar el 
contenido

3) Comprobar los errores en la 
dirección postal y dirección de 
retorno
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You have been waiting for a package to come in the mail at work and one day it finally arrives.  You are just about to open it when you notice a shipping envelope stuck to the back of your package.  The amount of tape on the envelope seems odd and some of it has peeled off and become stuck to your package.  This is a little suspicious and you decide to look for other indicators of a threat.What do you do?1)   Shake the envelope and listen for any loose materials.This is incorrect. Shaking the envelope can cause the detonation of an explosive or spread dangerous agents into the air that can be inhaled.2)   Open the envelope to examine the contents.This is incorrect. Opening the envelope may expose you to hazardous substances.3)  Check for errors in the mailing address and return address. Correct Response.   Also, look for oily stains and discoloration



CBRNE La Situacion 2

Después de examinar la 
envolvente, determinar que 

podría ser una amenaza

Usted sabe que debe dejar de manejar la 
envoltura, pero ¿qué hacer?

1) Lávese las manos con agua y jabón

2) Tratar de encontrar algunos 
antibióticos

3) Pregunta personal de mantenimiento 
para limpiar la zona con lejía
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After examining the envelope, you determine that it might be a threat.You know that you should stop handling the envelope, but what do you do?1)   Wash your hands with soap and water.Correct Response.   Also, get everyone out of the area and contact emergency personnel. 2)   Try to find some antibiotics.This is incorrect.  Medical personnel will provide you with any required medications.3)   Ask maintenance personnel to cleanse the area with bleach.This is incorrect.  If there is a hazardous substance, trained personnel should do the cleanup.



CBRNE Quiz 1

Pregunta concurso CBRNE one

Los primeros síntomas de un ataque 
biológico pueden aparecer el mismo 
como las enfermedades comunes.

Verdadero

Falso
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Early symptoms of a biological attack may appear the same as common illnesses?True – Correct ResponseFalse - Incorrect.  Among other things, symptoms of a biological attack can include fever and diarrhea. 



CBRNE Quiz 2

Pregunta concurso CBRNE dos

Artefactos explosivos improvisados 
pueden venir en muchas formas y 
pueden ser camuflados para integrarse el 
entorno circundante.

Verdadero

Falso
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IEDs may come in many forms and may be camouflaged to blend in to the surrounding environment:True – Correct ResponseFalse - Incorrect.  Among other things, IEDs have been disguised as backpacks, packages, and other items. 



CBRNE Cuestionario 3

Pregunta concurso CBRNE tres

¿Cuál de los debajo de artículos es un 
posible indicador de una sospechosa 
carta o paquete?

1) Cantidad correcta de franqueo

2) Una dirección que coincida con el 
matasellos

3) Paquete uniformemente distribuido 
y bien equilibrado

4) Faltas de ortografía de palabras 
comunes

5) Dirección proporcionando un 
nombre completo y correcto
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Which of the below items is a possible indicator of a suspicious letter or package?1)   Correct amount of postageIncorrect.  Suspicious letters and packages often have excessive postage.2)   A return address that matches the postmarkIncorrect.  Suspicious letters and packages may have postmarks and return address from different places.3)   Evenly distributed and well balanced parcelIncorrect.  Components of letter and package bombs may cause imbalance in the letter or package.4)   Misspellings of common wordsCorrect Response5)   Mailing address providing a complete and correct nameIncorrect.  Suspicious letters and packages will often be addressed with incomplete information or misspelled words.
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Hay preguntas?
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